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Abstract. The development of maritime infrastructure is impossible without the use of
powerful information and analytical systems like operation of logistics systems, risk man-
agement in maritime transport, the provision of crewing services, etc. In the first place, they
become the targets of attacks, which result in the loss of access to information and stop the
server applications. To solve this problem, it is necessary to analyze the possible threats to
information in computer systems, and to determine ways to increase the high availability of
the servers. Purpose of the study: The most useful information that is used on the Internet
and uses server-based “Oracle Glassfish Open Server”. The research method is preliminary
theoretical analysis and subsequent practical implementation. The object of the research
is the process of building a secure cluster system using modern technologies. The subject
of the study is a clustered server system that provides resource allocation and enhanced
security of information storage. Hardware and Software: “Oracle Glassfish”, “NGINX".
The results obtained and their novelty. A cluster system based on Oracle Glassfish Open
Server. Work results. The analysis of the basic programs of threat information in computer
systems, the solution of securely protected servers for use of the cluster system, the realiza-
tion of the cluster system with 5 nodes and the load balancer based on NGINX, the detailed
description of each server’s configuration. Usage Guidelines. This system can be used in
the largest companies, due to its security and system performance. Estimated assumptions
about the development of the object and object of the study possible implementation of this
system on a larger scale, the addition of various additional systems, such as cloud storage,
to maintain the integrity and availability in the downfall of the network.

Key words: protected system, SSH, SSL, encryption, Glassfish Open Server, load balancing.

AHoTauisi. Po3BuBaTH MOPCHKY iHOPACTPYKTYPY HEMOXKIUBO 03 3aCTOCYBAHHS NOTYKHHX
iH(opMaLiHO-aHATITHYHUX CHCTEM, 32 JONOMOIOI0 SIKMX 3/IIHCHIOETHCS, 30KpeMa,
(YHKIIOHYBaHHS JIOTICTHYHUX CHUCTEM, YIPABIiHHS PU3UKAMH Ha MOPCHKOMY TPaHCIOPTI,
HaJlaHHS KPIOTHTOBHX mocnyr tomo. CaMe BOHH CTaroTh 00’ €KTaMH aTak, BHACTIJOK SKUX
BTpava€eThcs AOCTYyN a0 iH(opmamii Ta 3ynuHseThes poboTa cepBepHUX noaaTkiB. Jlis
BUPIMIEHHS ITi€i TpoOiieMu MOTPiOHO 3MIMCHUTH aHalli3 MOXKIMBHX 3arpo3 iHndopmarii B
KOMIT YOTEPHUX CHUCTEMax Ta BU3HAYUTH LUIAXHU IiJABHUILICHHS BiIMOBOCTIHKOCTI cepBepiB.
Mema oocniosicenns — niaBUIICHHS e(DEKTUBHOCTI 3aXHCTy 1H(QOpMaiifHO-KOMYHIKaliHHOT
Mepexi Ha 0a3i cepBepiB momarkiB 3i 3actocyBaHHAM “‘Oracle Glassfish Open Server”.
Memoouka OocniddicenHss — TOTIEPEOHIM TCOPETUYHUN aHali3 Ta HACTYIHA IPAaKTHUIHA
peadmizaitis. O6 ekmom 00ciodxcer s € IPOLEC MOOYIOBH 3aXHUIICHOT KIACTEPHOT CUCTEMH
31 3aCTOCYBaHHIM CyYacHUX TEXHOJOTiH. [Ipedmem OocnioxcenHs — KilacTEpHA CEpBEpHA
cucTeMa, sika 3abe3mneuye po3moail PecypciB Ta 3aBASIKK [IEOMY Mae€ ITiIBHIIECHY HaliIHHICTh
30epiranHsi iHQoOpMalii Ta 3axXWIIEHICTh. BUKOpHCTAaHO Taki TEXHIYHI Ta MPOrpamHi
3acobm: “Oracle Glassfish”, “NGINX”. Ompumani pesyromamu ma ix Hosuzna. Mmn
OTpUMaJM KiacTepHy cucremy Ha 0a3i “Oracle Glassfish Open Server”. 3nHauymiicTs
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BHKOHAHOI poOOTH Ta BUCHOBKH. [IpoaHami3oBaHO OCHOBHI 3arpo3u iH(opmaiii B KOMII IOTCPHUX CUCTEMAX,
PO3MIAHYTO IIISXM MiABUINEHHS PIBHS 3aXUIICHOCTI CEPBEPIB Uepe3 3aCTOCYBAaHHS KJIACTEPHOI CHUCTEMH, Ha
MIPAKTHII pPealli3oBaHO BIIMOBOCTIHKY CHCTEMY 3 KIIACTepy i3 5-TH By3JiB Ta 3 OalaHCyBaHHSIM HaBaHTa)KCHHS Ha
6a3i “NGINX”, 3ailficHeHO JOKIaHUI onuc KoHDIrypamii KoKHOTO 3 CepBepiB, [0 BUKOPHCTOBYETHCS B CHCTEMI.
Pexomenoayii wooo suxopucmanua pezynomamie. IHdopmariis moa0 HaNAMITYyBaHHS KJIACTEPHOI CHCTEMH Ha
6a3i “Oracle Glassfish” moxxe OyTn KopucHa I 3acTOCyBaHHS (PaxiBIIM 3 iH(GOPMALIHHUX TEXHOJOTIH. [a1y3b
3acmocy8anus ma cmyninb 6Nposaddicents mamepianie 0ociioxcery. Hare 10CiipKeHHS MOKE BIPOBA/KYBaTHCS
Ha TIAIPUEMCTBAX MOPCHKOTO TPaHCIOPTy abo Oynb-sAKoi iHIIOI cdepn, Ae € HeoOXiTHICTH B 6e3mepepBHiil poboTi
CUCTeMH. [Ip02H0308aHI NPUNYUEHHs NPO PO3BUMOK 00 ekma ma npeomema 00ciiodicenHs. MoXITHBa peaizamis
JJAaHOT CHUCTEMH y OUIBbII MacIiiTaOHUX Mipax, JOAaBaHHS TaKUX JIOJATKOBUX CHCTEM, SIK XMapHE CXOBHILE, JJIS
30epekeHHS IITICHOCTI Ta JOCTYITHOCTI MpHU MaiHHI JaHOI Mepexi.

KuarouoBi cioBa: 3axmmena cucrema, SSH, SSL, mmdpysamns, “Glassfish Open Server”, 6amancyBambHHK
HaBaHTaKCHHS.
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IMocranoBka mpodsemu. BupimenHs 3amad TpaH-
CIIOPTHHUX [IEPEBE3CHb BUMArae 3aCTOCYBaHHS MOTY)KHUX
iH(pOpMAaLIHHIX pecypciB, sSKi TMOBHHHI 3aT0BOJBHSITH
BUMOTH JOCTYITHOCTI, JTOCTOBIPHOCTiI Ta CBOE€YAaCHOCTI
oTpuMaHHs HeoOximHoi iHdopmanii [1]. Ile Hakmagae
JIOIATKOBI BUMOTH Ha 0€3IeKy KOMIT'IOTEPHUX CHCTEM.
3 oIy Ha CKJIAaJHICTh Ta BUCOKY BapTICTh OUIBIIOCTI
MIPOLIECiB 1 METOMIB 3aXUCTy LU(PPOBOrO 00IaJHAHHS,
iHpopMarii Ta KOMIT FOTEPHUX CHCTEM BiJl HEHABMIC-
HOTO UM HECaHKI[IOHOBAHOTO JOCTYIy BpPa3IUBICTH
KOMIT FOTEPHUX CHCTEM CTAHOBHTH 3HAYHY MPOOIEMY
JUIsl KopucTyBadiB. [lJist IbOro MOTPIOHO 3A1HCHUTH aHa-
J1i3 MOXKJIMBHX 3arpo3 iHpopmallii B KOMIT IOTEPHUX CHC-
TEeMax Ta MiJBUIIUTU BiIMOBOCTIHKICTh CEPBEPIB.

30Kpema, 11eThes PO yCiM BiIoMi pi3HOBUAM aTak
THITY «BiAMOBa B oOciyroByBanH» [2]. [loniOHa 3arpoza
0Co0IMBO HeOE3MeYHa B CUTYaIliAX, KOJU 3aTpUMKa 3 Ha-
JIAHHSIM PecypciB Mepexki aDOHEHTY MO)Ke IPU3BECTH J10
TSOKKHMX JIJIs1 HBOTO HachiakiB. Hanpukian, BiICYTHICT
y aOOHEHTa JIaHNX, HEOOXITHUX JUIS HPUHHSATTS pillICHb,
MOXKe OyTH MPUYHHOIO HOTO HEepaIliOHAThHUX a00 HEo-
NTAMAJbHUX .

Kpim Toro, ocranHi TeHACHIIi BKa3ylOTh Ha TOSBY
HOBHX THUIIIB arak — MPUXoBaHUX arak [3]. Y Takomy
pasi MiJIKOHTPOJIbHI aTaKylouyoMy KOMII IOTEPH OTPUMY-
I0Th JIOCTYII JI0 I[IILOBOTO CEPBICY HA LIJIKOM 3aKOHHUX
mifcTaBax (HAIPUKIA[, BIABIIYIOTh BEOCAHT KOMITAHIT)
1 3aBaHTaXYIOTh KaHAl PECYPCOEMHUMH OTICpaIisiMU
(araka moripmeHHs SKOCTi) a00 B MEBHUH MOMEHT «BH-
OyxaroTh» 0e33MICTOBHUM TpagikoM, 1110 CTABUTH Nepe]]
CHCTEeMaMH 3aXHCTy HOBI HETPUBIaJIbHI 3a/1a4i BUSIBICH-
HS 1 IpOTHIi.

AHaJi3 ocTaHHIX AocTimKeHb i mybmikamiii. Bimo-
MO, III0 TOJIOBHWMH 3aBHaHHAMHU iH(opmariifHoi 6e3-
meku € 3abe3nedeHHs] KOH(DIIeHIIHHOCTI, JOCTYITHOCTI
1 wimicHocTi iH(OpMaIlil, a TAKOXK 3aXHUILEHOCTI 1H(OP-
MaIlii BiJ{ HECAaHKI[IOHOBAHOTO JOCTyIYy [4; 5]. 3a3Ha4cHi
BHIIC aTaK¥ BIUIMBAIOTh HA JOCTYIHICTH iH(pOpMAIiii-
HUX pecypciB, TOOTO Ha MOXIUBICTh OTPHUMATH HEOO-
XimHy iHpOpMaIio y Oynb-sSKuil 9ac 3 MaKCHMAaJbHOIO
mBUAKICTIO [6]. CporomHI TOBOAWTHCS KOHCTAaTyBAaTH,
10 HAITHOTO KOMIUIEKCHOTO 3aC00y MPOTHIIT I[M aTa-
KaM Hemae, 00 HailyacTille BOHU MAarTh KOMOIHOBAaHUMA
xapaxrep [7].

IcHyrOTH YnciteHH] MyOmiKamii Ha IF0 TeMY, y SIKUX
MIPOTIOHY€ETHCS PO3TIISAATH TPH OCHOBHI THITH aTak [§]:

— aTakd Ha PiBHI MEPEKHUX KaHAIB;

— aTakW Ha PIBHI MEPEIKHUX JONATKIB;

— aTaky Ha PiBHI MEPEKHHUX CEPBICIB.

Ocranni Buau arak nos’s3ani 3 WEB, PROXY, SSL,
DNS Ta inmmMu cepBepam, 10 SIKUX MOXIIUBIH 10CTyII
330BHI Mepexi [9]. 3a3Buyail HamAIOThCS PEKOMEHAAITI|
110710 KOHTPOJTIO HaJl 3aITUTaMH, 1110 311HCHIOIOTh KOPHUC-
TyBadi, a Takox oo ¢insrpanii Tpadiky oo [10].
AuJte Ko/lHe HasiBHE Ha Ileld MOMEHT OOJaJHaHHs He 3a-
oe3meuye 100% 3axuct [11].

BonHouac 3’sBISIIOTBCS YMCIICHHI MPOIO3MIIT, M0
HAJXOMATH BiJ TAKUX ITOTYKHUX KOMITaHiH, gk “Google”,
“Xelent”, “Yandex”, mof0 BUKOPUCTAHHS iXHIX XMap-

smi.nuos.mk.ua | editor@smi.nuos.mk.ua
KOMM’IOTEPHI HAYKM TA IHGOPMALIAHI TEXHOJIOTIT

112

N°1 (11) 2019

HUX pECypCiB Ul PO3MIIIEHHS Ta DPE3epBYBAHHS iH-
¢dopmanii. OgHak mi storage-pilIeHHs HE BUPIMIYIOTh
npobiemy. Hampuximan, araka, sika Oynma 3milicHeHa y
2017 porui Ha XMapHY iHbpacTpyKTypy Kommadii “Kaye
Financial Corporation”, 3rigso 3 ganumu 3Bity “Check
Point Research” 3a 2017 pik HaHecna 30UTKIB OLIbIIE
2 mun gonapis CHIA [12].

BuoxpemiieHHsl He BHpIIIEHHX paHillle 4acTHH
3arajJpHoi mpodjemn. SIK ofHE 3 MOXIIMBHX DIllICHb
MIPONIOHY€ETHCS MiABUIIUTH PiBeHb Oe3mnexu y iHdopma-
HIHHO-KOMYHIKAIIiHIH MEPEeXi IIIIXOM MOOYI0BH Bij-
MOBOCTIKOTO Kitactepy. I1oTpiOHuii eekt nocaraerbes
3aB/ISIKM aBTOMaTHYHOMY I1€pe3aIycKy J01aTKy Ha Oy/b-
SIKOMY I1HIIOMY BY3Ji KJIacTepy, SKIIO TEBHHH BY30I]
BHACIIJIOK amapaTtHoro abo MporpaMHOro 30010 YU aTa-
KM CTa€ HeMpale3qaTHIM. Y TaKui crocid JOCTYIHICT
iHpopMaLiHUX pecypciB 3a0e3MeuyeThCs 3aBAsSIKU ara-
paTHIN HA/UIMIIKOBOCTI Ta Pe3ePBYBaHHIO.

Meta nocaimkeHHs. MeTor aHOi poOOTH € Tij-
BUIIEHHS €(DEKTHUBHOCTI 3aXHCTy 1H(POPMALiHHO-KOMY-
HIKaIiifHOT MepeKi Ha 0a3i cepBepiB IOJATKIB 3i 3aCTO-
cyBanHaM “Oracle Glassfish Open Server”.

MeToau, 06’ €KT Ta npeAMeT J0cailKeHHsl. MeTon
JIOCITIJPKEHHS! — TIOTIePE/HIA TeOPETUUHUI aHasi3 Ta Ha-
CTyIHA NPaKTUYHA peaizaiis.

OO6’eKTOM JOCIIKEHHS € Tpoluec MoOyI0BH 3axH-
IICHOT KITAaCTEPHOT CHCTEMH 31 3aCTOCYBAHHIM Cy4aCHUX
TEXHOJIOTIH.

[IpeamMer mocmiikeHHs — KllacTepHa CepBepHa CHC-
TeMma, sika 3a0e3ledye PO3MOJi PECypCiB Ta 3aBISKH
LIOMY Ma€ TiJBUILIEHY HaJiiHICTh 30epiraHHs iHpOp-
manii Ta 3aXUIIEHICTD.

OcHoBHuii mMartepiana. Sk BimoMo, rmepeBaru Kiac-
Tepy BHU3HAYAIOTHCA BHCOKOIO MPOMYKTHBHICTIO 00dYMC-
JICHb, @ TAKOX CTIMKICTIO JI0 allapaTHUX ad0 MPOrpaMHUX
BiJIMOB. 3aBJISIKM I[bOMY KJaCTepHa CEpBEpHA CHUCTEMa
cTae MPUBAOIMBHM pIllICHHSM, sKe 3a0e3nedye OuIbII
BHCOKHUII PIBEHb 3aXHCTy 3a PaXyHOK pPE3epBYBAaHHS Ta
posnonineHHs iHpopMmarii. OCKiTBbKH OCHOBHHM IIpO-
TpaMHHM PIiIIEHHIM 31 CTBOPEHHS PO eciitHol po3mozi-
JIeHoi 6a3u ganux BBaxkacthes “Oracle Parallel Server”,
TO JJIsl PO3TOPTAaHHS CEpPBEPIB JOATKIB OYyJI0 3arporo-
HoBaHO Bukopuctatu “Oracle GlassFish Server” Tiei x
KOMITaHi1-po3poOHHKa.

“GlassFish” — cepBep momatkiB 3 BiJKPUTHM BH-
X1THUM KozioM, sIKHUi peanizye cnenmdikamii “Java EE”,
crovarky po3poonenuii y “Sun Microsystems”. Huni
BiH CIIOHCOpYeThCsi Kopropanieto “Oracle”. B ocHo-
By “GlassFish” nsarmm wactuam xomy “Java System
Application Server” xommanii “Sun” i “ORM TopLink”
(pitmeHHst ams 30epiraHHs KaBa-00’€KTIB B PEIIAIiii-
uux bJl 6ymo mamane “Oracle”). Sk cepBieT-KOHTEHHED
B HbOMY BHKOPUCTOBY€ThCs Moau(ikoBanuii “Apache
Tomcat”, noroBHeHuit komnoHeHToM “Grizzly”, 1110 BU-
KOPHCTOBYE TexHoJori0 “Java NIO”.

Kpim 3po3yminux mepesar, ski MaiOThb HpOTpaMHi
NPOAYKTH, IO PO3IMOBCIODKYIOTECS 32 OE3KOIITOBHOIO
ninensiero (CDDL), “GlassFish” mae mie Taki 10moBHe-
HHSI:
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— HaWOUIBII ITOBHY MIATPUMKY crienudikarii “Java
EE”, mo 3a0e3ne4ye BUKOPUCTaHHS HAHO1IBII CydYacHUX
i1 Bepciif;

— erajJoHHY peanizamito cnenudikaii “Java EE”,
OCKIUJIBKHM Ma€ TOTO 5K PO3POOHHUKA;

— MOJXJIUBICTh BUKOPUCTAHHS SIK 3aCO0Y MOLIYKY I10-
MUJIOK Y iHIIHX CepBepax J0AATKiB;

— minTpumMKy cepsepy “GlassFish” ycima ocHOBHU-
MU CepelOBHUIAaMHU pO3po0KHM Ha “Java”, TakuMHU SK
“Netbeans”, “IDEA” Ta “Eclipse”;

Po3rsiHeMO OCHOBHI eTanu TMoOyJI0BHM Ta Hajaro-
JUKYBaHHSI BIIMOBOCTIHKOTO KIIaCTEPy TaKOi CTPYKTYpH:

80 (GF)
22 (S5H)

2055 W

3389 (RDP) | l | | |

GF1 GF2 GF3 GF4 GF5
192.168.1.1  192,168.1.2 192.168.1.3 192.168.1.4 192.168.1.5

Puc. 1. Cxema kiacrepy

Jana cucrema ckianaerscs i3 5-tu cepsepiB GF1 —
GF5 (“Glassfish 4.0”), ogHoro cepsepy 3 OajlaHCYyBaH-
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HsM HaBanTakeHHs (“Ubuntu Server” — “NGINX”) [13]
ta 5-tn kiientiB (PC1 — PCS).

J11st CTBOpEHHSI KJIacTepy Ta PO3rOPTaHHSI [IPOrpam-
HOTO 3a0e3MeueHHs] BUKOPUCTOBYBAIMCS KOMIT IOTEPH 3
TaKUMH XapaKTEPHUCTHKAMHU:

GF1 — GF5 (“Glassfish 4.0”)

[pomecop AMD A8-3870K

OmneparuBHa nam’sTh 4xKingston DDR3-1866 8192MB
Onepariiitna cucrema Windows Server 2012 R2
“Ubuntu Server” (“NGINX”)

[porecop AMD A8-3870K

OmneparuBHa nam’ st 1xKingston DDR3-1866 4096MB
Onepariiitaa cucrema Ubuntu Server 18.04.2

HanamrryBanns “Oracle Glassfish 4.0” [14]

Micns BcranoBmenas “Oracle Glassfish 4.0” ne-
0OXiJIHO BIJIKPUTH KOMAaHJIHY CTPOUKY, IepedTH 10
nanku ...\glassfish\bin Ta Bukonatu raky komMaHmy:

asadmin start-domain domainl.

HacTymHuM KpOKOM BHKOHYEMO TaKy KOMaH/y:

asadmin change-admin-password,

THUM CaMHM BCTaHOBIIIOEMO MapoJib Ha KOPHCTyBa4a
admin. ITicns BBOmy KomaHau Tpeba BBECTH iM’s KO-
puctyBada (“admin’), micis 9Ooro 3aMicTh MOPOKHBOTO
CTaporo mapojsi BBOAMMO HOBHii. Iliciisi BCTAHOBJICHHS
1apoJist BBOAMMO TaKe:

asadmin enable-secure-admin.

[Ipu 3ammTi mMapons BBOAMMO TOH, IO HEIIOJABHO
BcTaHoBWIMH [ 15].

[epezamyckaemo cepep GF1 3a momomororo Ko-
manau asadmin restart-domain domainl.

Amnanorigei nii BHKOHYEMO Ha IHIINX CcepBepax
(GF2 - GF5).

Ha ceprepax “Windows” GF1 — GF5 y ¢aiini hosts,
o 3Haxomuthest y C:\Windows\System32\drivers\etc,
JIOTTUCYEMO TaKi MapaMeTpu:

BE |

El hosts — BAOKHOT
Qakin  MNpaeka Qopmar Bug Cnpaeka
# Copyright (c) 1993-28089 Microsoft Corp.
#
# This is a sample HOSTS file used by Microsoft TCP/IP for Windows.
#
# This file contains the mappings of IP addresses to host names. Each
# entry should be kept on an individual line. The IP address should
# be placed in the first column followed by the corresponding host name.
# The IP address and the host name should be separated by at least one
# space.
#
# Additionally, comments (such as these) may be inserted on indiwvidual
# lines or following the machine name denoted by a '#' symbol.
#
# For example:
#
# 182.54.94.97 rhinc.acme.com # source server
# 38.25.63.18@ X.acme. com # x client host
# localhost name resclution is handled within DNS itself.
# 127.8.8.1 localhost
# 0l localhost
192.168.1.1 nl
192.168.1.2 n2
<

Puc. 2. Hanamrrysanus ¢aitny hosts na “Windows Server”
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Puc. 3. CTBOpeHHs Ki1acTepy Ta HOro HajlalTyBaHHS

<ip-aodpeca nepwiozo cepsepa (GF1)>nl
<ip-aopeca opyzozo cepeepa (GF2)> n2
<ip-aodpeca n’amoco cepsepa (GF5)> ns.
Ha inmmx cepsepax (GF2 — GF5) Bukonyemo ko-
Many asadmin --host nl --port 4848 list-instances.
[Ticnst BBOAY KOMaHAM MOOAYMMO 3alUT Ha JOBIPY
ceprudikary, Ha SKUH Bianosizaemo crBepaHo “Y” B
o BiAmosidi. [ToriM BBOIUMO iM’sI Ta MapoJib BaIIOTO
xopucTyBada (“admin”). SIkio yce BUKOHAHO NTPABUIIb-
HO, TO Y BiAinmoBias Mu oTpumaemo take: “Nothing to list.
Command list-instances executed successfully”.
ITepexomumo 3a agpecoro http://n1:4848/ ta aBropu-
3yemocsi. CTBOproeMo Kiactep 3 iM’sim “Cl”. V camomy
KJIACTEPi CTBOPIOEMO 3’€HAHHS 3 iMeHeM “i1”, ke By-
301 “localhost-domainl”.
Ha inmux cepsepax (GF2 — GFS) nponucyemo Taky
KOMaH/y:
asadmin --host n1 --port 4848 create-local-instance
--Cluster c1 il.
Slkuo Bce Oyno BHKOHAHO NPaBHIIBHO, TO MOOAYH-
Mo nosigomiienus: “Command create-local-instance
executed successfully”. Ilicist nporo Mu Ha mepuomy
cepsepi (GF1) ctBoproemo SSH-cepBep 3a 10mOoMOror0
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which GMS binds. Token must be defined in the [fgms-bind-
y m the [AS confquialan

nonarka “Cygwin” ta min’exnyemo cepsepu GF2 — GF5
3a gonomoroto SSH 1o mepmoro cepsepa. 36epiraemo
HaJIAIITYBaHHS Ha HAaTHCKAEMO «CTapT» OIS KOXHOTO
By3na knactepy [16; 17]. HanamryBaHHs kiactepy 3a-
BEpIICHO.

OOroBopeHHsI OTPMMAHHX pe3yJbTaTiB. Y Xomi
po6oTH Oy MOBHICTIO BUKOHAHI HAJIAIITYBaHHS CHCTeE-
MH. My no0yyBany KiacTep Ta Jojain OanaHCyBallb-
HHMKa HaBaHTaKEHHS [l OUIBII CTAaOLILHOIO 3’ € IHAHHS
3 cepBepamy Jutst KiieHTis [18; 19; 20].

Jlana BiMOBOCTI}Ka KJIacTEpHA CHCTEMa MOXE BH-
KOPUCTOBYBATHUCS Y OUIBIIIOCTI KOMITaHIH, Y IKHX BiiIa-
€TBCS TIepeBara 3axXHIIeHOCTi.

BUCHOBKM. 1. [IpoanasnizoBaHo OCHOBHI 3arpo3n
iH(popMarii B KOMII IOTEPHUAX CHCTEMaXx.

2. Po3misiHyTO IUISAXM TMiABHINEHHS PiBHS 3aXHIIe-
HOCTI cepBepiB 3aBISKN 3aCTOCYBAaHHIO KJIACTEPHOI CHC-
TEMH.

3. Ha mpakrumi peanizoBaHa BiIMOBOCTiliKa cHCTe-
Ma 3 KiacTepy i3 5-Tu By3JiB Ta i3 OajaHCyBaHHSIM Ha-
BaHTaXeHHA Ha 6a3i “NGINX”.

4. 3aiiicHEeHO TOKIIAIHUH OmHC KOHDIryparrii KosKHO-
TO cepBepa, 110 BHKOPUCTOBYETHCS B CUCTEMI.

[1] Maritime Information Infrastructure. A Key Component of the U.S. 21st Century Freight Movement Network.
URL: http://aapa.files.cms-plus.com/PDFs/PolicyPositions/Maritime Information Infrastructure.pdf.

[2] What are Denial of Service (DoS) attacks? DoS attacks
emerging-threats-dos-attacks-explained.html

explained. URL: https://us.norton.com/internetsecurity-

[3] DDoS Attacks. URL: https://www.imperva.com/learn/application-security/ddos-attacks/.
[4] Saltzer H., Schroeder D. The Protection of Information in Computer Systems. IEEE, 1975. Vol. 63, no. 09 (Sep-

tember). P. 1278—1308. ISSN: 1558-2256.
[5] ISO/IEC 27000:2018. Information technology. Security

techniques. Information security management systems.

Overview and vocabulary. URL: https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=4&cad=rja

114



N21 (11) 2019 smi.nuos.mk.ua | editor@smi.nuos.mk.ua HIPBUILDING
KOMN'IOTEPHI HAYKN TA |H¢0PMA|.|,||7|H| TEXHOnNori §MARINE INFRASTRUCTURE

&uact=8&ved=2ahUKEwj2wtLnpZzIlAhUjAxAIHdyrDqsQFjADegQIBxAC&url=https%3 A%2F%2Fwww.sis.se%
2Fapi%2Fdocument%2Fpreview%2F80001198%2F &usg=AOvVaw [tWFlo1ZigiLm eqAC3K4D.

[6] Prince Matthew. The DDoS That Almost Broke the Internet. 2013. URL: https://blog.cloudflare.com/the-ddos-
that-almost-broke-the-internet.

[7] Q2 2018 DDoS Trends report: 52 percent of attacks employed multiple attack types. URL.: https://blog.verisign.
com/security/ddos-protection/q2-2018-ddos-trends-report-52-percent-of-attacks-employed-multiple-attack-types.

[8] Network attacks. URL: https://www.geeksforgeeks.org/basic-network-attacks-in-computer-network/.

[9] Qijun Gu, Peng Liu. Denial of Service Attacks. University Park. 2004. URL: s2.ist.psu.edu/paper/DDoS-Chap-
Gu-June-07.pdf.

[10] How to Defend Against DDoS Attacks: Six Steps. URL: https://www.alOnetworks.com/blog/how-defend-
against-ddos-attacks-six-steps.

[11] General information about cybersecurity and network security. URL.: https://www.technewsworld.com/perl/sec-
tion/cyber-security/.

[12] Deep cybersecurity digest. URL: https://proglib.io/p/security-digest/.
[13] HoxymenTanist mo Ubuntu. URL: http://help.ubuntu.ru/.

[14] Jokymenranist mo HanamrtyBaHHio Oracle Glassfish Open Server. URL: http://www.oracle.com/technetwork/
middleware/glassfish/overview/index.html.

[15] HanamryBanus Oracle Glassfish Open Server nin onepauiiinoro cucremoro Ubuntu. URL:

https://community.vscale.io/hc/ru/community/posts/208345489-YcranoBka-u-nacrpoiika-GlassFish4-na-
Ubuntu-16-04.

[16] Basic Oracle Glassfish Open Server configuration. URL: http://148.211.145.149:8090/docs/quickstart.html.

[17] HanamryBanus BizmoBocrikikoro kiacrepy Ha 0a3i Oracle Glassfish Open Server. URL: https://javaee.github.io/
glassfish/doc/4.0/ha-administration-guide.pdf.

[18] ITocionuk 3 HamamrtyBanHs NGINX. URL: https://www.nginx.com/resources/wiki/.
[19] What is NGINX? URL: https://kinsta.com/knowledgebase/what-is-nginx/.
[20] NGINX Advanced configuration. URL: https://devdocs.io/nginx/.

© M. B. KonutoBebkwit, B. I [1aBioB

115



