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THE XIIl INTERNATIONAL SCIENTIFIC
AND PRACTICAL CONFERENCE

INFORMATION CONTROL
SYSTEMS & TECHNOLOGIES
(ICST-ODESA-2025)

1. Information control systems

1.1. Blockchain and Crypto Technologies

1.2. Control Systems in Robotic Systems

1.3. Data Security and Cryptography

1.4.1CT in Network and Administration

1.5. Methodology and Didactics of
Teaching and Using ICT

2. Intelligent systems and data analysis

2.1. Data Mining Technologies and Big Data

2.2.Intelligent control technologies

2.3. Artificial neural networks and machine learning

2.4. Applied intelligent systems

2.5. Intellectual models and knowledge
engineering technologies

3.6. Multi-agent systems and distributed
computing

3. Modeling and software engineering

3.1. Mathematical and simulation modeling

3.3. Project management and risk assessment

3.3. Design and devolopment of software
applications

3.4. Software testing automation

3.5. Agile methodologies and business
processes formalization

The collection contains materials accepted by the organizing committee for
participation in the International Scientific and Practical Conference
"INFORMATION CONTROL SYSTEMS AND TECHNOLOGIES"

(ICST-ODESA-2025).

The materials of the conference cover the main directions of
development in the field of artificial intelligence, development and analysis
of big data, blockchain and crypto technologies, control systems in robotic
systems, data security and cryptography, ICT in the network and
administration, information systems and technologies in Data Mining,
intelligent technologies management, mathematical modeling, methodology
and didactics of teaching and using ICT, application development, project
management. system analysis, software development.

The conference materials were reproduced from the author's originals.
The organizing committee of the conference expresses gratitude to all the
participants of the conference and hopes for further fruitful cooperation.
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Conclusions. The proposed model reconciles deterministic mass-
transport equations with a probabilistic description of the incoming flow,
providing engineering criteria for selecting belt speeds and route
configurations to prevent spillage and reduce energy consumption.
Practically, it enables the design of adaptive speed-control strategies based
on online estimates of input statistics and exceedance forecasts.
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KEYSTROKE DYNAMICS RECOGNITION USING AN EIGHT-
VARIATE PREDICTION ELLIPSOID FOR NORMALIZED DATA
Dr.Sci. S. Prykhodko, Ph.D. A. Trukhov
Admiral Makarov National University of Shipbuilding, Ukraine

Anomayin. Posniznasanus KiasiamypHo2o nouepky 3abesneuye Oesnepepemy,
HeHas'si3nuey  asmenmudikayiro Kopucmyeaua, daie o020 MOYHICMb  YACMO
SHUMCYEMBCA,  OCKIIbKU —~ PO3NOOIN  peanvHux  Oauux — GIOXUNAEMbCA 60
06azamosumMipHo20  HOpMAaabHO20. B pobomi  Oocnidocyemvea  3acmocysanus
BOCOMUBUMIDHO20  eNlincoida NpocHO3Y8aHHA Ol  HOPMANI308AHUX OAHUX, WO
NOEOHYIOMb YAC YMPUMAHHA KIAGIWL mMa MidcKIasiwni 3ampumku. Pezynomamu
NOKA3YI0Mb, WO 3ACMOCYBAHHS  elincoioa NPOSHO3Y8AHHA Ol HOPMANI308AHUX
OAHUX 3HAYHO NOKPAWYE MOYHICIb MA UMOGIDHICIb PO3NI3ZHABAHHS, 00CA2AIOUU
HAUKpawux pesylbmamis 3 BUKOPUCIAHHAM 0A2amoeUMIPHO2O NhepemeopeHHts
boxca-Koxca.

Knrouosi cnoga: posniznasanHs KNaeiamypHozo nouepKy, 0azamosuMipHull
HOPMANbHUIL PO3NOOIN, HOPMALIZYIOUE NEePEmBOpeHHs

Abstract. Keystroke dynamics recognition provides continuous, non-intrusive
user authentication, but its accuracy often suffers because real-world data violate
the assumption of multivariate normality. This study investigates the application of
an eight-variate prediction ellipsoid for normalized data, combining key hold times
and inter-key latencies. Results show that normalization significantly improves
recognition accuracy and probability, achieving the best results using the
multivariate Box-Cox transformation.

Keywords: keystroke dynamics recognition, multivariate normal distribution,
normalizing transformation

PosmizHaBaHHA KJIaBiaTypHOTO TIOYEPKY € OIOMETPUIHOIO TEXHOJOTIETO,
oo iAeHTH(]IKye KOPHUCTYBAdiB 3a YHIKQJIGHUMH IIAaOJOHAMH BBEICHHS
TEKCTy Ta 3ale3leuye HEHaB S3NMHBY # Oe3mepepBHY aBTEHTH(]IKAIIifoO.
OCKiNBKM ~ Taki  CHUCTEMH  3[IeOUIBIIOT0  BHUKOPHCTOBYIOTBCS LIS
aBTeHTH(IKaIil, IX dYacTo MOICTIOITh K 3a7adi  OJIHO-KIACOBOL
knmacudikamii [1], me Momenp HaBYaeThCsA JHUIIE HA JaHUX IUTHOBOTO
KOPHCTYBadya Ta BHSBIISE BIAXWJICHHS, IO MOXYTh BKa3dyBaTH Ha
HECaHKIIIOHOBAaHUI JOCTYII.

barato icHyrounx Mojened Uit po3mi3HaBaHHs 00pasiB nependavyaroTh
0araToBUMIpHMH HOpMaJIbHMH po3noain naHuxX. [Ipore Ha mpakTuui Le
NPUITYLIEHHS YaCTO MOPYIIYETHCS Yepe3 NPHPOHY BapiaTUBHICTh y HaOOpi
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TEKCTY, HasIBHICTB IIYMIB i 30BHIMHIX (akTopiB [2]. Sk HacHiIOK, TOUHICTH
Ta HWMOBIPHICTh pO3Mi3HABAHHS MOXYTh CYTTEBO 3HIDKYBATHCS TPH
3aCTOCYBaHHI TaKMX MOJEJEH [0 pealbHUX JaHWX. 3 OMIAY Ha IIHNPOKE
BUKOPUCTAHHS pO3Mi3HaBaHHA KIaBIaTypHOTO TIOYEPKy ICHYE€ OuYEBHAHA
nmorpeda y BIOCKOHAJICHHI METOMIB pO3IMI3HABAHHS IS 3a0e3MeYCHHS
BHUIIOT TOYHOCTI Ta HMOBIPHOCTI PO3Mi3HABAHHS.

Y mpomy mocmimkenHi BukopuctoByethess CMU Keystroke Dynamics
Benchmark Dataset, 3aranbHOIOCTYITHHH 1 IIMPOKO 3aCTOCOBYBaHUI HAOIp
JIaHUX, PO3POOJICHUH JJIs JOCIiKEeHb Y cdepi aBTeHTHdiKaii.

Y Bunamkax, Kojau OaraTOBHMIPHHUH pPO3MOJUT BHXIJTHUX JAHHUX
BIIXWIISIETBCSL  BiJl ~ HOPMaNbHOTO,  HONEPEJHBO  3aCTOCOBYIOTHCS
HOpMAITi3yIodi TIEPETBOPEHHS, SKi IOAUIIIOThCS Ha OTHOBHUMIpHI Ta
GaratoBumipHi [3].

OpHOBUMIipHI TepeTBOpeHHs, Taki sk Jsorapupmiuae (LOG) Ta
neperBopeHHs bokca—Kokca (UBCT), 3aCTOCOBYIOTECS IO KOKHOI O3HaKH
HE3aJIe)KHO, HATOMICTh OaraToBuUMipHe mepeTBopeHHs boxca—Koxkca
(MBCT) mo3Bouisie BpaxOBYBaTd KOpeJsLit0 MK o3Hakamu. Ilicias 1poro
OynyeThcss BOCBMUBHUMIPHHI €NINCOTA MPOTHO3yBaHHS U1l HOPMali30BaHUX
JaHUX:

Zz-Z)sH(z-Z)=x2. )
ne Z — TraycCiBCbKHH BEKTOD; Z _ BEKTOp BHOIPKOBUX CEpEIHIX;
1Y 5 Sy L2
SZ = W (Zi - ZXZi - Z) ; Xm,o, — KBaHTHJIb PO3MOALLY Xi-KBaapaT
i=1

3 M CTYNEHsIMH CBOOO/M Ta piBHEM 3HAYYIIOCTI (X .

Jis omiHKK MOOYIOBaHHUX MOJENEH 3aCTOCOBYIOTBCS KiIbKa HIMPOKO
BUKOPHCTOBYBaHMX METpHK: accuracy, specificity Ta recall. Tabmmns 1
MICTUTb MOPIBHSHHS PE3Y/IbTAaTiB BUKOPUCTAHHS €JIIICOI/IB IIPOrHO3YBaHHS
st HerayciBehkux manmx (Raw data) ta mopmamizoBannx manumx (1) 3a
BU3HAYCHUMH METPUKAMH.
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Table 1.
[TopiBHIHHS MOOYIOBAHUX EIINCOIIIB MPOTHO3YBAHHS
Model Specificity Recall Accuracy
Raw data 0,9625 0,9588 0,9613
LOG 0,9750 0,9639 0,9714
UBCT 0,9900 0,9845 0,9882
MBCT 0,9900 0,9897 0,9899

PesynbraTi MOKa3yrOTh, IO 3aCTOCYBAHHS EIIICOIIIB MPOrHO3yBaHHS
JUTS. HOPMAJTi30BaHUX JAHWUX JO3BOJISE MiJBUIIMTH TOYHICTH Ta HMOBIPHICTh
po3mizHaBaHHs. X04a OJHOBHMIpHI II€PETBOPEHHs 3a0e3NedyloTh ITOMITHI
MOKpAIICHHs, HaWKpalli pe3yabTaTh JOCATAIOTHCA 33  JIOTIOMOIOIO
0araTOBUMIpHUX MEPETBOPECHB, OCKUIBKH BOHH BPAaXOBYIOTH B3a€MO3B’SI3KU
MiXK O3HAKaMH.
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