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Abstract. The purpose of the article. The purpose of the article is to study methods for testing non-visual data in
backend systems using SQL queries to ensure comprehensive validation of the functionality of information systems at
the database level. The study focuses on the use of SQL as a tool for verifying the creation, updating, and deletion of
data, validating business logic, identifying orphan records, and ensuring the integrity of data that is not displayed in
the user interface.

Scientific novelty. The scientific novelty lies in the systematization and classification of SQL testing methods for
Backend QA and Database Testing, including data preparation (preconditions), record creation verification, reference
integrity validation, orphan record detection, and business logic control. An architectural scheme for integrating SQL
into automated testing processes is proposed, which considers the multi-level nature of backend data validation. The
study also emphasizes the automation of SQL query generation through modern methods such as machine learning
models and emphasizes the importance of SQL query security to avoid vulnerabilities such as SQL injection.

Results. A classification of SQL testing methods has been developed, which includes data preparation, validation
of create/update operations, orphan record detection, business logic validation, reference integrity control, and data
consistency checking. An architectural scheme for integrating SQL into Backend QA is presented, which ensures
consistent validation at all stages of the test cycle. Practical testing in Google Colab using SQLite demonstrated the
effectiveness of SQL for checking record creation, orphan record detection (0 detected), business logic validation
(0 errors), and reference integrity (100% valid references). The results confirm SQL's ability to detect critical errors
that are not captured by UI testing.

Conclusions. SQL1s a powerful tool for comprehensive backend data validation, allowing you to identify inconsistencies,
orphan records, and errors in business logic that go unnoticed in traditional user interface testing. The systematic
use of SQL through preconditions and postconditions provides a controlled test of data functionality and integrity.
Integration of SQL into automated tests requires specialized solutions for connecting to the database and securely
executing queries. Prospects for further research include automating the generation of SQL tests based on the database
structure and business logic, as well as adapting methods for industry-specific information systems.

Key words: database testing; SQL queries; backend testing; automated testing; business logic testing; SQL integration;
data integrity.

AHoTauisn. Memoio cmammi € NOCIIDKSHHsI METO/[IB TECTYBaHHS HEBI3yaJbHUX AaHUX Y OEKSHI-CHCTEMax 3a JIOIo-
Mororo SQL-3anuTiB juist 3a0e3nedeHHs KOMIUIEKCHOT Bastiianii (yHKIIOHAIBHOCTI iH(pOpPMAIIITHUX CUCTEM Ha PiB-
Hi 0a3u nanux. J{ociiukeHHsT 30Ccepe/KyeThes Ha BUKOpUCTaHHI SQL sk IHCTPYMEHTY JUIsS NepeBIPKH CTBOPEHHS,
OHOBJICHHS Ta BUIAJICHHS TaHKX, Baigallii O13HeC-JIOTIKY, BUSBJICHHS CHPITCHKUX 3aIKCIB 1 3a0€31eYSHHS MITICHOCTI
JIAHUX, 110 HE BiJI0OPaXaloThCsl B KOPUCTYBAILKOMY iHTEp(eiici.

Haykosa nosusna. HaykoBa HOBH3HA TOJIAIrae B cHUCTeMaru3allii Ta kimacudikamii meromiB SQL-tecTyBaHHS ist
Backend QA i Database Testing, 1110 BKJIFOYarOTh MiATOTOBKY JaHuX (preconditions), mepeBipKy CTBOPEHHS 3aITHCIB,
BauTizialito peepeHCHOI HiTiCHOCTI, BUSBICHHS CUPITCHKHUX 3aIHCIB 1 KOHTPOIb O13HEC-JIOTIKU. 3alPOIIOHOBAHO apXi-
TeKTypHYy cxemy iHTerpaiii SQL y mporiecu aBToMaTn30BaHOTO TECTYBaHHS, sIka BpPaxXoBye OaraTOpiBHEBHIl Xapak-
Tep Bajiganii OexeHa-1aHuX. JocimipKeHHs TakoXK akleHTye Ha aBTroMaru3aiii rerepartii SQL-3anmuTiB uepe3 cydacHi
METO/IH, TaKi SIK MOJIEJI MAIllMHHOTO HABYAHHS, Ta MiAKPECIIOE BAXKIIUBICTh Oe3mnekn SQL-3anuTiB Uit YHUKHEHHS
BpasznuBoCTeil, TakuX sik SQL-1H’€KIIii.
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Pesynomamu. Pozpobneno xmacudikamiro metoniB SQL-TecTyBaHHS, MO OXOIUTIOE MiATOTOBKY JaHWX, MEPEBIPKY
oTieparliii CTBOPEHH:/OHOBJICHHS, BUSBICHHS CHPITCHKUX 3aIMCiB, BAMIAAIII0 Oi3HEC-TIOTIKH, KOHTPOIb pedepeHCHOT
LUTICHOCTI Ta MepeBipKy KOHCHCTEHTHOCTI HaHuX. [IpencraBmeHo apxiTektypHy cxemy iHterpamii SQL y Backend
QA, sixa 3a6e3medye MocITiJOBHY BaJliAaIlilo Ha BCIX eTamax TecToBoro nukiy. Ilpaktimane TectyBanas B Google Colab
3 BukopuctanaaM SQLite mpomemoHcTpyBano edekruBHicTs SQL 11 mepeBipku CTBOPEHHS 3alWCiB, BUSBICHHS
cupiTchkux 3amuciB (0 BUsABIEHO), Baminarii 6i3Hec-noriku (0 mommiiok) Ta pedepencHoi mimicaocTi (100% Bamiganx
pedepenci). Pesynbraté miaTBepHKyOTh 30aTHICTh SQL BUABIATH KPUTHYIHI TOMUIKH, SIKi HE (QIKCYIOTBCS TIPH TeC-
TyBaHHi yepe3 Ul

Bucnosku. SQL € moTy>KHIM iHCTPYMEHTOM ISl KOMIUIEKCHOI BauTifianii OeKeH-JaHNX, 110 T03BOJISA€ BUSBIIATH HEBII-
MTOBITHOCTI, CHPITCHKi 3alFiCH Ta MMOMHJIKH B Oi3HEC-JIOTII, SKi 3aJUIIAIOTECA HENMOMIUEHIMH IMPH TPaaUIiiTHOMY
TECTyBaHHI KOPUCTyBambkoro iHTepdeiicy. Cuctemarnyne Bukopructanasa SQL gepes preconditions i postconditions
3a0e3mnedye KOHTPOJIROBAHY MEpPeBipKy (YHKIIOHATBHOCTI Ta HiTicHOCTI maHmx. IaTerpamis SQL B aBTOMarm3oBa-
Hi TecTH MoTpedye CHemiaTi30BaHUX PIMICHb IS MiIKIIOYeHHS 10 0a3u JaHWX 1 0e3MeYHOro BUKOHAHHS 3allUTIB.
[lepcrieKTHBY TOAATBIIIX TOCIIKEHb BKIIIOYAI0Th aBTOMATH3aIlifo rereparii SQL-TecTiB Ha OCHOBI CTPYKTypH 0a3u
JaHWX 1 O13HEC-JIOTIKM, a TAKOXK aJIalTaIlif0 METOMIB JUIS TATy3eBUX iHPOPMAIIITHUX CHCTEM.

KurouoBi ciioBa: tectyBannsa 6a3 nqannx; SQL-3amuTn; 6ekeHI-TecTyBaHHS;, aBTOMAaTH30BaHE TECTYBAHHS; IIePeBipKa

6i3Hec-orikm; iHTerparis SQL; midicHICTh JaHUX.

PROBLEM STATEMENT

Modern information systems are characterized by a
complex architecture, where the user interface displays
only a small part of the data processed in backend sys-
tems. SQL is a powerful tool for checking backend data,
capable of determining whether records have been creat-
ed, whether the data meets the established requirements,
and whether there are orphan records in the system. The
data displayed in the user interface is only the tip of the
iceberg of the overall information system, and errors may
not be in visualization, but in incorrect database queries,
incorrectly calculated aggregates, or residues from previ-
ous actions.

Traditional testing approaches that focus primarily on
visual Ul elements do not provide full validation of data
at the database level. The problem is compounded by the
fact that a significant portion of the data critical to the
functioning of the system remains unrepresented in the
visual representation, which creates gaps in test cover-
age and can lead to serious functional disruptions in the
production environment due to incorrect operations with
backend data.

ANALYSIS OF RECENT RESEARCH
AND PUBLICATIONS

Research in the field of Database Testing and Back-
end QA demonstrate the growing interest of the scientific
community in validation issues backend systems via SQL
queries. Modern approaches cover a wide range of tech-
niques from automatic query generation to verify record
creation and update to comprehensive data integrity veri-
fication and orphan record detection, reflecting the com-
plexity of the tasks of testing non-visual aspects of mod-
ern information systems.

Yun J., Lee S. [1] investigate the improvement of the
efficiency of natural language to SQL query conversion
through automatic generation of evidence base, which
demonstrates the relevance of integrating SQL into auto-
mated testing processes to verify the creation of records

after actions in the system and validate the compliance
of data with business requirements. Ma P., Zhuang X.,
Xu C., Jiang X., Chen R., Guo J. [2] develop a model for
training natural language to SQL conversion using rein-
forcement learning, which opens up new opportunities
for automating the creation of test queries for validating
business logic and checking relationships between tables
in backend systems.

Xu K., Luo Y., Yuan Y., Yao AC-C. [3] investigate
automated formal verification of backend systems using
large language models, which emphasizes the importance
of a systematic approach to validating non-visual sys-
tem components to detect data that should not exist after
delete or modify operations. Oriol X., Teniente E. [4] pro-
pose incremental verification of SQL statements in rela-
tional database management systems, which allows for
the effective use of SQL in pre / post conditions to moni-
tor compliance with business rules in real time and detect
data integrity violations immediately after they occur.

Jyothi, Murthy TS [5] present a methodology for
converting domain -specific queries into SQL using
embedded data balancing techniques, demonstrating
the potential of adapting SQL tools to specific Backend
QA requirements for checking relationships between
tables and validating complex business scenarios through
automated queries. Nguyen D.-C., Ha M.-H., Do M.-T.,
Chen OT-C. [6] develop a lightweight graph— based SQL
injection detection model convolutional neural networks,
which indicates the need to ensure the security of SQL
queries in Database test scenarios Testing when preparing
prerequisites for validation backend -data.

GongY.,LeiC.,QinX., VaidyaK., NarayanaswamyB.,
Kraska T. [7] create a comprehensive framework for
detecting and correcting errors in text-to-SQL conver-
sion, which confirms the complexity of ensuring the cor-
rectness of automatically generated test queries to check
the state of backend data after operations via UI or API
and detect inconsistencies in business logic. Kashyap A.,
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Jana A. [8] conduct a comprehensive review of methods
for detecting and preventing SQL injection attacks, which
raises the issue of safe use of SQL in Backend QA to
detect orphan records and validate data integrity without
compromising the system.

Febrian DW, Huwae RB, Mardiansyah AZ [9] ana-
lyze vulnerabilities of SQL injections and other types of
attacks in web applications of educational institutions,
demonstrating the practical significance of the correct use
of SQL queries in Database Testing to verify the com-
pliance of backend data with system requirements and
detect incorrect database queries. Pavlenko 1., Boiko O.,
Mykolaiets D., Moskalenko O., Shrol T. [10] investigate
the development of technologies in Ukrainian education-
al settings, which expands the context of the use of SQL
testing in educational information systems for the vali-
dation of data creation, update and deletion operations
through automated and manual approaches.

PasichnyiR.,SerhieievV.,ShevchenkoS., PetrukhaN.,
Hryvnak B. [11] consider the digital transformation of
higher education as a driver of Ukraine's integration into
the European educational space, which emphasizes the
need to ensure the quality of information systems through
a comprehensive Database Testing, including validation
of backend data at the database level to detect incorrectly
calculated aggregates and residuals after previous actions
in the system.

The analysis shows that current research is aimed at
creating automated methods for generating and executing
SQL queries for Backend QA, ensuring the security of test
procedures, and adapting SQL testing to specific industry
requirements. At the same time, there is a need to develop
a comprehensive approach to integrating SQL validation
into traditional Database processes. Testing to ensure full
coverage of non-visual aspects of backend systems through
the systematic use of preconditions and postconditions.

SEPARATION OF PREVIOUSLY UNRE-
SOLVED PARTS OF THE GENERAL PROBLEM

Despite a significant amount of research in the field
of software testing, approaches to the systematic use of
SQL queries specifically for validating non-visual data of
backend systems that are not directly reflected in the user
interface remain underdeveloped. Methods for integrat-
ing SQL testing into automated Backend QA processes,
as well as mechanisms for formalized verification of
business logic, referential integrity, and data consistency
in real information systems, require further scientific sub-
stantiation.

The purpose of the article is — research into methods
for testing non-visual data using SQL queries in backend
systems to ensure comprehensive validation of the func-
tionality of information systems at the database level.

METHODS, OBJECT AND SUBJECT
OF THE STUDY

The study uses methods of analysis and gener-

alization of scientific sources, comparative analysis of

approaches to SQL testing, as well as methods of mod-
eling and practical experiment based on the SQLite data-
base. The object of the study is the process of testing
backend systems and databases within the framework of
software quality assurance. The subject of the study is
methods and tools for validating non-visual data using
SQL queries, aimed at checking business logic, referen-
tial integrity and data consistency.
PRESENTATION OF THE MAIN MATERIAL

Database methodology Non-visual data testing using
SQL queries is based on a systematic approach to validat-
ing the database state before, during, and after functional
operations in the system. Yun J., Lee S. [1] demonstrate
that automatic generation of evidence base for SQL que-
ries can significantly improve the efficiency of Backend
QA to verify the creation of records after user actions
via API or user interface, especially when working with
complex multi-level queries to validate the compliance of
backend data with established requirements.

SQL as a powerful tool for backend data validation
allows for comprehensive validation by checking data
creation, update, and deletion after actions in the UI or
API, which is not available when testing only through the
graphical interface. Ma P., Zhuang X., Xu C., Jiang X.,
Chen R., Guo J. [2] emphasize the importance of using
trained models to generate SQL queries, which allows
creating more complex test scenarios for validating busi-
ness logic and detecting hidden inconsistencies in back-
end data, including incorrectly calculated aggregates and
residues after previous operations.

Preconditions in Database Testing via SQL queries
ensures data preparation before executing test scripts,
creating a controlled environment for validation back-
end functionality. Xu K., Luo Y., Yuan Y., Yao AC-C. [3]
emphasize the importance of formal verification of back-
end systems through automated creation of prerequisites
for testing, which includes initialization of test tables,
creation of reference relationships and preparation of
control data sets for further verification of the correctness
of operations with backend data.

Table 1 below systematizes the main SQL testing
methods according to the specifics of Backend QA and
Database Testing. The classification takes into account
SQL's capabilities for testing various aspects of back-
end data, including orphan record detection, business
logic validation, and table relationship testing, as well as
the specifics of integrating SQL queries into pre / post
autotests.

Table 1 demonstrates the specialization of SQL test-
ing methods for Backend QA, where each approach has a
specific purpose in validation. backend data through com-
pliance checking, orphan record detection, and record
creation control. The gradation of complexity from sim-
ple data preparation operations to complex consistency
verification reflects a phased approach to implementing
SQL as a powerful Database tool Testing.
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Postconditions via SQL queries are a critical compo-
nent of Backend QA, as they allow you to verify the cor-
rectness of changes to backend data after performing func-
tional operations via the user interface or API. Oriol X.,
Teniente E. [4] develop an incremental method for check-
ing SQL statements to detect violations of business rules
immediately after changes are made, which can be inte-
grated into automated tests for effective validation of new
record creation and modification of existing backend data.

Verifying relationships between tables is a fundamen-
tal aspect of Database Testing, which ensures the correct-
ness of referential relationships and prevents the creation
of orphan records due to incorrect delete or modify for-
eign key operations. Jyothi, Murthy TS [5] demonstrate
that domain -specific SQL queries can be optimized for
specific Backend QA scenarios, including complex integ-
rity checks to detect data that should not exist after busi-
ness operations are performed.

Figure 1 below illustrates the architectural diagram
of integrating SQL testing into the Backend QA and

Backend Test Scenario Initialization | Precondition SQL ‘

N
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Database process. Testing. The scheme reflects the sys-
tematic use of SQL as a powerful tool for testing back-
end data at all stages of the test cycle, from data prepara-
tion through preconditions to comprehensive validation
through postconditions.

The architectural diagram in Fig. 1 emphasizes the
multi-level nature of SQL validation in Backend QA,
where each stage has a specific purpose in ensuring the
integrity of backend data. The sequence of stages pro-
vides a comprehensive check from the preparation of
the test environment through preconditions to the final
validation through postconditions, which allows you to
detect whether the records were created, whether the data
meets the requirements, and whether there are orphaned
records in the system.

Validation of business logic through SQL queries in
Database Testing allows you to check complex condi-
tions and rules that may not be directly reflected in the
user interface, including automatically calculated aggre-
gates, balances, and derived indicators of the backend

[ Test Data Preparation & Setup

UI/AP| Operations \

N

Vi

Business Logic Execution

Postcondition SQL ‘

V|

v

‘ Record Creation/Update Valldatmn

\ Orphaned Records Check ‘

~,

Referential Integrity Validation

‘ Business Rules Verification ‘

I

Aggregats & Calculation Valldatmn

N

Cnmprehenswe Database Testing Results I

Backend QA Report

Fig. 1. SQL Integration Architecture for Backend QA and Database Testing
Source: author's development in PlantUML online editor.

Table 1. Classification of SQL testing methods for Database Testing and Backend QA

SQL Testing Method Backend Data Validation Pre/Post Integration | Implementation Complexity
Precondition SQL Setup Data preparation and initialization | Pre-test conditions Low
Record Creation Validation | Verify insert/update operations Post-test verification Medium
Orphaned Records Identify records without parent Post-cleanup .

. ) S Medium

Detection links validation

. . S Complex rules and aggregates . .
Business Logic Validation . . Pre/Post conditions High

verification

Referential Integrity Check | Foreign key constraints validation Post-operative check Medium
Data Consistency . S Pre/Post .
Verification Cross-table consistency validation comprehensive check High
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system. Nguyen D.-C., Ha M.-H., Do M.-T., Chen OT-C.
[6] emphasize the need to ensure the security of SQL
queries in Backend QA, especially when working with
automatically generated scripts to verify the correctness
of computational operations and detect incorrect database
queries.

GongY.,LeiC.,Qin X., Vaidya K., Narayanaswamy B.,
Kraska T. [7] develop a framework for automatic detection
and correction of errors in SQL, which can be adapted to
create self-correcting Database Systems Testing, capable
of detecting discrepancies between expected and actual
results of operations with backend data and automatically
adjusting test queries to increase validation accuracy.

Orphan record detection is a specific aspect of Back-
end QA that allows identifying data that has lost its con-
nection to its parent records due to incorrect delete or
update operations of foreign keys in the backend system.
Kashyap A., Jana A. [8] emphasize the importance of a
systematic approach to detecting such anomalies through
regular execution of specialized SQL queries that can be
integrated into automated tests to continuously monitor
the integrity of backend data.

Consistency check backend data includes validation
of information consistency between different tables and
modules of the system, which is critically important for
maintaining the integrity of business processes in com-
plex multi-module architectures. Febrian DW, Huwae
RB, Mardiansyah AZ [9] demonstrate the practical sig-
nificance of such verification through Database Testing,
where inconsistency backend data can lead to serious
functional violations and create conditions for the emer-
gence of incorrectly calculated aggregates.

Integrating SQL into automated tests as a powerful
Backend QA tool requires the development of specialized

components for connecting to the database, executing
queries on pre / post conditions, and interpreting results in
the context of validating non-visual aspects of the system.
Pavlenko 1., Boiko O., Mykolaiets D., Moskalenko O.,
Shrol T. [10] consider the technological aspects of inte-
grating various tools, which can be extrapolated to the
implementation of SQL testing into corporate systems
to ensure comprehensive validation of operations with
backend data.

Optimizing SQL query performance in Database Test-
ing is critical to ensure the speed of execution of automat-
ed test suites, especially when testing large amounts of
backend data or complex multi-level queries for business
rule validation. Pasichnyi R., Serhieiev V., Shevchenko S.,
Petrukha N., Hryvnak B. [11] emphasize the impor-
tance of efficient use of technological resources, which
includes optimizing Backend QA test processes to ensure
their scalability and practical applicability in validation.
backend data via SQL as a powerful validation tool.

To demonstrate the practical application of SQL as
a powerful Backend QA and Database Tool Testing is
shown in the graph in Fig. 2, which illustrates the results
of the comprehensive validation backend -data in Google
Colab. The graph displays test execution, including veri-
fication of record creation, orphan record detection, and
data compliance, using SQLite as an in-memory database
for isolated testing.

The graph in Fig. 2 displays the results of SQL test-
ing as an effective tool for Backend QA and Database
Testing conducted at Google Colab using SQLite in-
memory database with foreign key constraints enabled
(PRAGMA foreign keys = ON). Testing covers four
key stages: record creation verification (2 active users,
3 correct calculations, 2 valid completed orders), orphan

Backend QA & Database Testing Results

Passed -

Failed -

Fig. 2. Backend QA & Database Testing Results
Source: author's development at Google Collaborate.
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record detection (0 orphans, 1 active user with no orders),
business logic validation (0 calculation errors, 1 active
user with no completed order, 0 high-value orders), and
referential integrity verification (0 violations, 100% valid
references). The automated approach includes precondi-
tions (schema initialization and data insertion with Integ-
rityError handling for orphaned records) and postcondi-
tions (result validation), with visualization via Matplotlib
with Seaborn fallback style. All tests passed successfully,
as confirmed by the "Passed" marks on the graph.
CONCLUSIONS

Research into non-visual data testing methods using SQL
queries in backend systems confirms that SQL is a powerful
tool for backend data validation, capable of providing com-
prehensive validation by checking record creation, data com-
pliance, and orphan record detection. Using SQL queries as
the primary tool for Backend QA and Database Testing allows
you to detect critical errors and inconsistencies that go unno-
ticed during traditional testing through the user interface.

Systematic use of SQL in automated tests through
preconditions for data preparation and postconditions for
checking the state after actions provides controlled vali-
dation of backend functionality and reliable verification
of the results of operations via Ul or API. Methods for
detecting orphan records, checking relationships between
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tables, and validating business logic through SQL queries
create a multi-level system of backend data quality con-
trol, allowing you to detect data that should not exist after
business operations are performed.

Integrating SQL into automated testing frameworks
as a powerful Backend QA tool requires the development
of specialized architectural solutions that ensure efficient
database connectivity, safe execution of queries on pre /
post conditions, and interpretation of results in the Data-
base context. Testing. The ability to use SQL both manu-
ally and in automated mode makes it a versatile tool for
validating non-visual aspects of backend systems.

Prospects for further research include the develop-
ment of automated tools for generating SQL tests for
Backend QA based on the analysis of the database struc-
ture and business logic of the system, as well as the crea-
tion of adaptive Database methods. Testing for specific
industry applications, taking into account their unique
requirements for backend data integrity. The develop-
ment of SQL testing methods will contribute to increas-
ing the reliability of modern information systems and
ensuring their compliance with business requirements
through comprehensive validation of incorrectly calcu-
lated aggregates and residues after previous actions in
backend systems.
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