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SOFTWARE DESIGNED TO IDENTIFY MODIFICATIONS MADE TO
EXECUTABLE FILE CODE

Makarova L. M., Kaminsky S. S, Bryzgalov M. V.
Admiral Makarov National University of Shipbuilding, Mykolaiv, Ukraine

DisEn is a software tool built on the .NET Framework with a WPF-based UlI. It
checks executable files for changes [1], disassembles them into assembly code,
calculates entropy values [2], and presents results in tables and diagrams. It also saves
SHA-1 hashes of files by their names for future comparisons to determine authorship
and changes. Using an entropy metric, it assesses assembly code commands to
identify code authorship and contributions, with SHA-1 [3] hashes providing extra
verification during analysis.

To calculate entropy, the following formula was applied, which is used in
information theory:

H (i) =—pj - 1og2(p;) 1)

where: i — possible states,
p; — probability of occurrence of the i-th state.

To calculate SHA-1 [4], the following formula was applied, which is used in
information theory:

HashBlock;=f(Block;,HashBlocki.;) (2)
where: i — Hash block index.

DisEn provides a number of useful features, among which are:

1. Executable Disassembly: The software can disassemble executable files,
utilizing the dumpbin.exe utility, which is included in Microsoft Visual Studio [5].
This process results in a text file containing the program's code.

2. Entropy Calculation: DisEn calculates entropy values for each command
found in the disassembled file. The entropy values are determined using formula (1),
and all the computed values are saved in a text file.

3. Hashing: The software computes and stores the SHA-1 hash of the
current version of the file using formula (2). This hash serves as a unique fingerprint
of the file's content.

4, Entropy Threshold Determination: The software determines the entropy
threshold for each command within the current file.

5. Entropy Difference Calculation: DisEn calculates the difference in
entropy between the current version of the file and a new one.

6. File Comparison: It compares the current version of the file with the new
one using a divergence criterion, taking into account both entropy differences and
hash comparisons.

17
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The program, DisEn, processes executable files and saves analysis results
locally. If a file with the same name is processed again, DisEn will compare it to the
previous version (see Figure 1). When a new file with the same name is found, it
opens a window displaying the differences between the new and old versions. It then
prompts the user to save the analysis results and replaces the old file trace. For
example, we utilized a 3D rendering program created by the authors of this article. In
version 1, it rendered wireframes, and in version 2, it added triangle rasterization (see
Figure 1).

DisEn

|0.00950210531570471
0.0171125104658857
|0.151877950366184
0.222525850348985
|0.105227524576427
0.166847435440296
|0.123970035718499
0.21167114041308
10.0171125104658857

Entropy
|0.0108272769508354
0.00596460266274552
|0.158749765614227
0.225076110620854
|0.109849299480901
0.14684085535349
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Figure 1 — Difference between two files

DisEn is a useful utility for inspecting executable files and identifying the
source of modifications. There are plans to add the capability of customizing
disassembly techniques and specifying a set of commands for a more adaptable
interaction with the software in the future.
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