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Abstract. The recognition of the unauthorized intrusion into a user’s computer network produces certain difficulties
associated with a high degree of uncertainty. This is due to the similarity of infection symptoms with typical software
failures of computer networks. In order to ensure high productivity and efficiency of detection of the type of intrusion
into the user’s computer network, the technology of synthesis of neural network models with forced training on a
retrospective sample of real-world examples from practice is proposed. At the synthesis of an ensemble of recognition
models, a neural network approach to the analysis of the state of the computer network is selected, based on the practical
implementation of the Kolmogorov-Arnold theorem regarding the representation of a function of several arguments
by the sum of compositions of functions of one variable. The modification of the synaptic set of the neural network is
implemented through the application of the conjugate gradients method of the error backpropagation algorithm. The
experimental results have demonstrated stable convergence of the learning process to minimal errors on the training
and test sets of initial data. The practical significance of the research results lies in the creation of software tools for
operational decision support in determining the fact of intrusion into the network and assessing the type of malware
in order to take measures to minimize the probable damage. The developed technology, methodology, algorithms and
software tools allow for supplement the capabilities of existing network protection programs to detect the fact and
type of possible malware intrusions and are implemented as an independent application in the main code of a standard
technical data analysis package. This approach ensures reliability of detection and efficiency of decision-making on
protection of the user’s network. The validity of the result is achieved by the training the model on a representative
sample of retrospective precedents from the existing database.

Key words: Computer Network; Intrusion; Neural Network; Conjugate Gradients Method; Error Backpropagation
Algorithm.

AHorauis. Po3nizHaBaHHs (akTy HECAaHKI[IOHOBAHOTO ITPOHUKHEHHS B NIPU3HAYEHY JUISl KOPUCTyBada KOMIT IOTEPHY
MEpeXy CTaHOBHTH TIEBHI TPY/THOILL, ITOB’s13aH1 3 BUCOKHM CTYIIEHEM HEBH3HAYEHOCTI, CTPUYNHEHUM CXOXKICTIO CHMII-
TOMIB 3apa)KE€HHsI 3 TUIIOBUMH ITPOTPAMHUMH 300sIMU KOMIT IOTEPHUX Mepex. [Jist 3a0e3reueHHs1 BUCOKOT MTPOIYKTHB-
HOCTI Ta OINEPaTUBHOCTI PO3II3HABAHHS TUITY BTOPIHEHHS! B KOPHCTYBAIIbKY KOMII'IOTEPHY MEPEXKY 3aIPOIIOHOBAHO
TEXHOJIOTII0 CHHTE3y HEHpPOMEpEKEBUX MOJEJNICH 13 MPUMYCOBUM HaBYAHHSM Ha PETPOCIEKTHBHIM BHOIpI peajb-
HUX NPUKIAAIB 13 pakTHKH. [1in 4ac cuHTe3y aHcamOIi0 Mojieliel posiizHaBaHHsT 00paHO HEWpOMEpEeKeBUN MiIXi[
aHaJIi3y CTaHy KOMII IOTEPHOI MEpeXi, 1110 IPYHTYEThCS Ha MPaKTUYHIN peanizanii Teopemu Koamoroposa-ApHoibaa
I0/I0 Mpe/ICTaBIeHHs (PYHKINT KITbKOX apryMEHTIB uepe3 CyMy KOMIO3uIii (QyHKIIH ofHiel 3MiHHOT. Monudikariro
CHHAIITUYHOT MHOKHHU HEHpOMEpexi peaizoBaHO METOJIOM CIPSDKEHUX T'PaJie€HTIB ajJrOpuTMy 3BOPOTHOTO ITOIIH-
PCHHS TIOMHJIKH. EKCIIepUMEHTabHI PE3yIbTaTH MOKa3ad CTIHKY 301KHICTh MPOIECY HABYAHHS JO MiHIMAJIbHUX
MOMMJIOK Ha HaBYAJIBHIN 1 TECTOBI MHOKMHAX BHXIJHUX JaHUX. [IpakTHuHe 3HAUCHHS! PE3yNbTaTiB JIOCIiPKCHHS
TIOJIATAE y CTBOPEHHI MPOTrPaMHOI0 IHCTPYMEHTAPIO JJIsl OTIEPAaTUBHOT MIATPUMKH YXBaJICHHS pillleHb 3 (ikcaii pak-
Ty BTOPTHEHHSI B MEPEXXY Ta OIIHIOBAHHS THITY IIKITTMBOT IPOTpaMHM JJIsl BKUTTS 3aX0JIiB 111010 MiHIMi3allil HMOBIip-
HOro 30uTKy. Po3pobiena TexHoorisl, METOAUYHNH, alTOPUTMIYHUM 1 MMPOrpaMHUI 1HCTPYMEHTapiil 1aroTh 3MOTy
JIOTIOBHUTH MOJKJIMBOCTI HassBHUX MPOIpaM 3aXHCTy MEPEK MI0I0 PO3Mi3HaBaHHs (DaKTy i THITY MOXKIIMBUX BTOPTHEHb
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HIKIUTUBUX TIPOTpaM 1 peaiizyeThbesi SK CaMOCTIHHUIT 10JaTOK B OCHOBHOMY KOJIi CTAHJapTHOTO MaKeTa TeXHIYHOTO
anaiizy nanux. [Ipu npomy 3abe3neuyerbest HaAIHHICTh PO3ITI3HABAHHS 1 ONEPATUBHICTh YXBAJICHHS PILICHHS 1010
3aXHUCTy KOPUCTYBAIbKoi Mepeki. JIOCTOBIPHICTh PE3y/IbTaTy JAOCATAEThCS HABYAHHSIM MOJIENI Ha Perpe3eHTaTUBHIH
BUOIpLI pEeTPOCIIEKTUBHUX IPELE/ICHTIB 3 HAsIBHOI 0a3u JTaHUX.

KorouoBi ciioBa: komir’torepHa Mepera; BTOPrHEHHsI; HeHPOHHA Mepeka; METO| CIPSDKEHUX IPaJIi€HTIB; arOPUTM

3BOPOTHOI'O NOMIUMPEHHA ITOMUJIKHA.

TASK STATEMENT

The technology used to create modern viruses,
Trojan programs, and computer “worms” allows for
the concealment of malicious code within a system.
Therefore, the application of modern antivirus software
of the Internet Security class within a computer network
is not always prompt or effective in neutralizing the
vulnerabilities of the operating system or database. In
such circumstances, it is very important to promptly
recognize both the fact of unauthorized intrusion and
the type of malicious software code in order to select the
optimal countermeasure and preserve the functionality of
the user’s network.

The situation is complicated by the fact that the
known characteristic features or symptoms of infection
can be caused both by a number of factors, including
the impact of malware and other software or hardware
problems. In such cases, the recognition method based on
the application of intelligent technologies, specifically on
artificial neural networks in the environment of modern
technical data analysis packages is believed to be a
timely, useful, and effective solution.

The indicators of unauthorized intrusion are well-
known today [1]. The most commonly observed examples
can be enumerated as follows:

— The computer behaves strangely, unusually;

— Unexpected messages or images appear on the
screen;

— Unexpected sounds are heard, which are played in
a random order;

— Programs start unexpectedly without the user's
explicit command;

— A network screen reports that an application is
trying to connect to the Internet, even though the user has
not started the program;

— Subscribers receive e-mail messages that that were
not sent by the operator;

— The computer frequently freezes or programs
suddenly run slower;

— The operator receives multiple system error
messages;

— The operating system fails to load when the
computer is powered on.

— Files or folders are absent or changed;

— The hard disk access light is on even though no
programs have been initiated by the operator, etc.

Modern software platforms (MATLAB, Statistica,
etc.) provide the functionality to design a neural network
environment and apply an ensemble of known neural
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network architectures of different complexity and forced
learning rules using listed features [2].

ANALYSIS OF RECENT RESEARCH
AND PUBLICATIONS

The prospective directions of traffic analysis and
intrusion detection based on neural networks are analyzed
in [1]. The researches of this issue mainly focus on the
application of different neural network architectures [2, 3].

One of the popular techniques is the use of deep
learning for network anomaly detection [4-6]. Paper
[7] investigates convolutional neural networks (CNN)
for analysis of network data and detection of anomalous
patterns to effectively recognize intrusions, determines
benefits and disadvantages of using CNN. Al-Jarrah O.
and Arafat A. proposed Intrusion detection system based
on neural network classification of attack behavior [8].

The considerable attention is paid to the formalization
of the subject area, mathematical model of the network.
Paper [9] examines mathematical model and structure of
a neural network for detection of intrusion.

A lot of studies also focus on the problems of data
collection and data preparation for neural network
analysis, collection and detection of features of the
intrusion [10, 11].

Therefore, current research in the field of neural
networks for intrusion recognition is actively developing
and covers a wide range of techniques and approaches,
which contributes to the development of secure computer
systems.

SEPARATION OF PREVIOUSLY
UNRESOLVED PARTS OF THE OVERALL
PROBLEM

The unresolved part of the overall problem is the
formalization of features of intrusion into the user’s
computer network, formal mapping of the space of
features and the state space of the network according to
the given conditions (efficiency, reliability, accuracy), and
the use of modern software platforms for the construction
of an ensemble of neural network models in order to
determine the fact of intrusion into the network and its

type.
PURPOSE OF THE STUDY

The purpose of the research is to increase the
productivity of technical tools for identifying and
categorizing network intrusions, in order to automate
the process of analysis, reduce the number of incorrect
decisions, shorten the reaction time in decision making,
and minimize possible losses.
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The developed technology is represented as an
ensemble of neural network models for intrusion
recognition, integrated into the main code of the existing
technical analysis package as software applications.

METHODS, OBJECT, SUBJECT
AND METHODS OF RESEARCH

Methods. Observation, measurement, analysis and
synthesis, neural networking.

Object of the study is neural network models for
intrusion recognition.

Subject of the study is development of the the neural
network models for intrusion recognition, integrated into
the main code of the existing technical analysis package
as software applications.

THE MAIN MATERIAL

The search for analytical relations of intrusion signs
with the type and nature of penetration into the network
is expedient to present a formal mapping of the space
of signs to the space of network states with specified
conditions (efficiency, reliability, accuracy):

FiX o Yo, X ©R™, Yo € R, (1)
where x is vector of user network state features;

Yopt is output value of the network status class number
(intrusion type).

The formalization of the problem of recognizing
classes of network states in the space of fixed features is
expressed as follows:

seS,S 2)
where P(S, X) is decisive rule for recognizing classes S in
the feature space X;

seS,S is set of recognizable classes (states) of the
computer network;

xe X, X is set of input signs of network intrusions;

S 1s model adequacy;

8, 18 acceptable model training error.

The set of input factors X" ={x %y, ... x.}= X with
the class alphabet provides the realization of the rule of
pattern recognition [12]:

wg €Qy, if L(o,{ogD)=sup L(o{w;}) 3)
Lo {wg} — 04 €Qy,

where X =(x,, ... x,) € X is set of input factors;

L(w.{wy} is arule for assigning of an object @ to the
appropriate class.

The main task of analysis is to evaluate the fact,
internal structure, character and type of intrusion into
the network, so it is reasonable to formalize the problem
of detection in the space of fixed features to the level of
analytical solving rule.

Let there be a list of factors for several types of
intrusions W, where W=(@). gel={,2,..,1,} and their
belonging to some classes Q,,Q,={L2,..,J} is fixed.
When objects come to the analysis, the task of assigning
them to one or another class is solved with some errors
and time consumption. If the constraints have not been

taken into account, the whole set of features can be used
regardless of their information capabilities. Otherwise,
recognition algorithms should include time (t<T,)
and material (s<S;)constraints, where T, and S,
respectively, allowable time and material resources for
the implementation of software and tools in the task of
recognizing the fact and type of intrusion into the network.

Given the acceptable risks, the problem formulation
in the form of (2) can be expressed as (4), where the
productivity of the solution depends on specific acceptable
risks (damages) in the decision making:

SupKe (S, P, X, Ty)
RU(AT) < A “4)
Ru(5) < B,
where seS,S is a set of current states of the user network;
peP,P is set of forecasts of the dynamics of the
network states;
xe X, X is set of input factors;

T, k €{0,1,2,..}is decision-making moments;

K. is decision efficiency criterion;

AT,§ is decision time interval and current degree of
model adequacy, respectively;

Ru(AT)is expected damage from delayed decision
making;

Ru(s) is expected damage from the model inadequacy;

A, is acceptable damage from the decision made at the
boundary of the time interval;

B, is acceptable damage from errors on the test set of
precedents.

The type of decisive rule to be adopted depends on
the trade-off between efficiency and risk, taking into
account the characteristics of the considered subject area.

Approximation of the state function of the computer
network in the intrusion feature space

The productive use of the neural network approach to
analyze the state of a computer network is based on the
Kolmogorov-Arnold theorem on the representation of a
function of several arguments by the sum of compositions
of the functions of one variable and its adaptation to the
Hecht-Nielsen neural network format:

H
Y(X) = oYV (WX, + WX, + oot W X, U, ) Q)
i=1
where H is dimension of training sample;
are neural network parameters;

N is number of neurons;

W, W,,..., W, are weight coefficients of neurons.

It can be stated that there is such a set of numbers
H,n,a,v,u,» at which the function is approximated
by the series over the whole area of its definition and
can be realized by a three-layer neural network with
any predetermined error. This fundamental position
is the basis of all subsequent procedures, because if
it is possible to establish a deterministic analytical
connection of the whole set of signs of network
intrusion with the type (class) of this intrusion, then

153



N°4 = 2024

all subsequent options are derived from this system-
forming procedure.

The main task of the analysis is to evaluate the fact,
internal structure of the character and type of intrusion into
the network, therefore it is reasonable to formalize the task
of recognition in the space of fixed signs consistently to
the level of analytical decisive rule.

Instrumentally, this problem is solved in the paradigm
of the gradient methods of error backpropagation. The
adequacy of neural network models is determined by the
productivity, errors on training, control and test sets when
training on a representative sample of examples, allows us
to assert the validity of decisions made based on the results
of modeling.

In this case, the presence or absence of intrusion signs
is recorded in nominal or digital terms and fed to the input
of the synthesized neural network, designed in the package
of the selected neuroemulator.

The modification of the synaptic set of the neural
network is based on the enumeration of all possible
combinations of synapse weights using the error
backpropagation algorithm [13]:

W (t) = w, (t—1) + Aw (1), (6)
E(K)
ow, (1)

w,(t-1) =w,(t)+a-

where w is an array of synaptic coefficients;

g is a number of neuron output in n-th layer;

h is a number of neuron input in n-th layer;

n is a network layer number.

The network will continue to learn until the condition
is met:

1 hm 2 .
Y3y ~dj )= min (3<4) ()
m iz b

where Yj is a current network state;

d; isalearning result (response) of the network at the
j -th output, at i -th example of training sample;

j=1n is a network output number;

m,N is an example number;

m,n is dimension of the example array and the number
of output elements of the network.

Thus, as a result of synthesis of the ensemble of
models with forced learning on a representative sample
of examples from the retrospective set of the database,
the key analytical expressions describing the process of
synthesis of models for recognition of the fact and type of
unauthorized intrusion into the user's computer network
are presented.

The experimental studies demonstrated a stable
convergence of the learning process towards a minimum
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error rate (Fig. 1). In this case, the performance and
accuracy levels that are acceptable for practice were
experimentally achieved.

Number of made epochs 41

fror

Samples:
“ - w  ___ Training
Training epochs — Test

Fig. 1. Dynamics of the iterative process of weight coefficients
modification with different initial training conditions

The task is solved on the platform of a standard
technical data analysis package and does not require
additional material and financial costs.

DISCUSSION OF THE RESULTS OBTAINED

The issue of detection of the type of unauthorized
intrusion into a user’s computer network has been
formulated and solved through the application of
intelligent technologies based on artificial neural
networks, which have been developed within the
environment of technical data analysis packages. This
approach ensures reliability of detection and efficiency of
decision-making on protection of the user’s network. The
validity of the result is achieved by the training the model
on a representative sample of retrospective precedents
from the existing database.

CONCLUSIONS

In order to automate the determination of the fact and
type of unauthorized intrusion into the user's computer
network, it is necessary to find the functional dependence
of its state on the detected features. This task is solved
by applying the technology of forced training of neural
networks and implemented by circuit models of different
architecture and complexity as a problem of class
recognition.

The practical significance of the research results lies
in the creation of software tools for operational decision
support in determining the fact of intrusion into the
network and assessing the type of malware in order to
take measures to minimize the probable damage.

The developed technology, methodology, algorithms
and software tools allow for supplement the capabilities
of existing network protection programs to detect the
fact and type of possible malware intrusions and are
implemented as an independent application in the main
code of a standard technical data analysis package.
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