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CYBER SECURITY MODEL FOR HEALTH-FREE ENVIRONMENT
SYSTEMS
Bozhatkin S.M., Guseva-Bozhatkina V.A., Ph.D. Farionova T.A.,
Dr.Sci. Zhuravska .M., Pasiuk B.B.

Anomauin. B naniii po6oTi chopMyabOBaHi KIFOUOBI aCIIEKTH MOJIEII 3arpo3
KibepOe3nekn s CHCTEM CHOBIIIEHHS 3a JIOIMOMOTOK  0e3IpOTOBOTO
MEpPEXEBOro 3B' S3KY.

B xomi poborm Oyrno mpoBeAeHO aHaNi3 ICHYIOUHX MoOJeNeil 3arpo3
kibepOe3nexn, MoaeT MOpyIIHUKa. Bi3HaueHo, 0 IaHi MOAeNi He € TaKUMH,
SIKI TIOBHOIO MipOIO ONHCYIOTH MpobiemMu KibepOesmeku mpoekty. Tomy mMeToro
poboTH € po3pobKa PO3MIMPEHOT MOJETi 3arpo3u KibepOeseky, 1Mo mody1oBaHa
3a qonomororo Mozeni Cyber Kill Chain.
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Abstract. This paper set out the key aspects of cyber security threats to
models of notification via a wireless network Communications.

In the course of work the analysis of existing models of threats of
cybersecurity, model of the violator was carried out. It was determined that these
models are not such that fully describe the problems of cyber security project.
Therefore, the aim of the work is to develop an extended model of cybersecurity
threat, built using the Cyber Kill Chain model.

Keywords: alerts, public wireless access point, unauthorized data access,
alert nodes, emergencies, cybersecurity, model of cybersecurity threats, Cyber
Kill Chain.

CucreMH OMOBIILIEHHS CIYXXaTh BaXKJIMBOIO JAHKOKO B JIAHIFO31 KPH30BOT
KOMYHIKAIlii, BOHM HEOOXiIHI U1 MiHIMI3alii BTpAaT MNpPH HAIA3BUYAHHOI
CHUTYyaIIii.

B Ykpaini Ha3pina HEOOXiIHICTh 3aMiHH ICHYIOUHX CUCTEM OIOBILICHHS Ha
aBTOMaTH30BaHi, 110 JIO3BOJISAIOTH BUKOHYBATH BUMOTH, 110 IPEA ABISIOTHCS 10
HHX B Cy4aCHHX yMOBax

CraHoM Ha CbOTr'OfiHI BiZIOYBA€ETHCsI MEPEXi]] 10 HOBUX CTPYKTYp Opraizarii
TAKUX CHUCTEM 3 ypaxyBaHHSIM Cy4aCHOrO CTaHy TEXHIYHUX 3ac00iB 3B'SI3KY,
3aXMCTY BiJI HECAHKIIOHOBAHOTO JIOCTYIY Ta PO3MOBCIOJKEHHS WIKIJUINBOTO
nporpaMHoro 3abesmneuenss [1,2].

[Tix yac cTBOpPEHHS CHCTEM OMOBIIICHHS Yepe3 O0e3JpOTOBI TOUKU JOCTYIY
HEOOXiTHO BpaxXxOBYBAaTH 3a0e3lEUeHHs 3aXUIICHOCTI TOYOK JOCTYIy Bij
3arpo3a pi3HOTO POIY MEpPEKEBUX aTaK .

Cucrema Oesneku iHGOpPMAIIHUX cuCTeM (B JaHOMY BHIAJIKy, CHUCTEM
OITOBIIIIEHHST) 6a3yeThCst HA MOJIEINI 3arpo3 Ta MOIeNi 37I0BMUCHUKA [3].

Jis cTBOpeHHS TaKuX MozeIeld HeoOXiTHO MpOoaHaTi3yBaTH IaHi, OTpUMaHi
IIiJ] 9ac ayauTy.

[{o6 Bu3HAUMTH piBeHH KibepOe3mekn Oe3IPOTOBOI CHCTEMH OIOBIIIECHHS,
MIPOIIOHYETHCS PO3POOUTH PO3IMHUPEHY MOJETH 3arpo3 Ha ocHOBI Mozeni «Cyber
Kill Chain» Ta BU3HAYHMTH PI3HMITO i3 THTIOBOIO MOIEILTIO 3arpo3 [4].

[IpoBemeHi  JOCHIIPKEHHS  JO3BOJSIOTH  3pOOWTH  BHUCHOBOK  TIPO
BHUKOPHCTAHHS 3alpOoNaHOBAaHOI MOZENI 3arpo3 KibepOesmeku s 6e3IpOTOBOL
CHCTEMH OIOBIIIIEHHS Ta OIHUTH €(EeKTUBHICTh CHCTEMHU OIIOBIIICHHS 3 TOYKU
30py KibepOe3neKu.
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Abstract. When determining the measure of proximity between objects
(MPBO) during object recognition, errors arise due to the correlation between
the measurements of the parameters of the input and reference objects, the
presence of a modular operation in the formulas for evaluating the MPBO, and
the presence of a gross error in the measurement results. To eliminate these
errors, an algorithm for making decisions based on the results of multiple
measurements of the parameters of recognized and reference objects is
proposed. According to this algorithm, decisions are made not according to the
existing formulas for assessing the MPBO, but by analyzing the intervals for
assigning the results of repeated measurements of parameters. recognized and
reference objects.
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