KOMITHOTEPHI HAYK TA IHOOPMALUINHI TEXHONONT R ={e={=]

UDC 004.77
DOI https://doi.org/10.15589/znp2026.1(503).2.15

IMPROVEMENTS OF DATA REPLICATION ALGORITHMS
IN DISTRIBUTED STORAGE SYSTEMS

BIOCKOHAJIEHHS AJITOPUTMIB PEILIIKAIIIL JAHUX
Y POSINOAIVIEHUX CUCTEMAX 3BEPITAHHSA

Vadym V. Semeniuk B. B. CemeHniok,
semeniuk.vadym.v(@gmail.com CTapIHnii ilkeHep PO3POOHHUK MPOrPaMHOT0 3a0e3TeUeHHS
ORCID: 0009-0007-8670-4023

IHlumin Company, National Technical University of Ukraine “Igor Sikorsky Kyiv Polytechnic Institute”, Kyiv
Komnanis «Innominy, Hayionanehuti mexuiynutl ynisepcumem Yxpainu
«Kuiscoxutl nonimexniynu incmumym imeni leops Cikopcorozoy, m. Kuig

Abstract. Aim of the study. The aim of this study is to develop and improve data replication algorithms for distributed
storage systems, with a particular focus on environments that employ system sharding, where each shard operates as
a replicated data system consisting of multiple processors. The research seeks to enhance data availability, reliability,
and performance while ensuring consistency across distributed nodes.

Methodology. The proposed algorithm is designed for distributed data storage systems in which shards jointly process
client requests and transactions and are capable of interacting with other shards to support inter-shard transactions. The
algorithm employs distributed consensus mechanisms and coordination protocols to manage client requests, execute
consensus procedures, and handle node failures. The decision to use this approach is motivated by its ability to prevent
asynchronous data replication scenarios, in which multiple replicas exist but one or more of them cannot be updated or
accessed by clients. The algorithm was tested using a dataset containing detailed information about an organization’s
employees, enabling the evaluation of replication behavior under realistic conditions.

Results. The testing process demonstrated that the proposed data replication algorithm can efficiently distribute and
synchronize data across distributed nodes. The results indicate a significant increase in data access speed, a reduction in
latency, and improved consistency among replicas. Additionally, the experimental findings highlight the importance of
selecting appropriate replication mechanisms based on specific requirements and constraints of the distributed database
environment, including data consistency, network latency, resource utilization, and fault tolerance.

Scientific novelty. The scientific novelty of this study lies in the improvement of data replication algorithms for sharded
distributed storage systems through the integration of distributed consensus mechanisms that effectively mitigate the
problem of asynchronous replication. The proposed approach enhances coordination between replicated shards and
supports reliable transaction processing across distributed segments.

Practical impact. The practical significance of the study is associated with the application of the proposed replication
algorithm in real-world distributed database systems. By replicating data across multiple nodes, organizations can
reduce the risks related to single points of failure and improve overall system performance. The integration of advanced
data replication techniques enables organizations to meet the growing demands for data availability, reliability, and
performance in today’s dynamic business environment.

Key words: data replication; distributed databases; fault tolerance; scalability; availability; latency; synchronization;
consensus algorithms; partitioning; sharding.

AHoTauis. Mema docnioscenns. MeTOIO TOCITIPKEHHS € po3po0Ka Ta BIOCKOHAJICHHS! aJTOPUTMIB PeruTikanii JaHux
JUISL PO3IIOJIICHUX CUCTeM 30epiraHHs, 3 0COOMMBHM aKIIEHTOM Ha CEPEIOBHINA, Y SKHUX 3aCTOCOBYETBHCS IIAPJIHT
CHCTEMH, JIe KOKeH map]i QYHKIIIOHYE SIK perTikoBaHa CUCTEMa JJAHUX, 1110 CKIIaaeThCsl 3 KUTBKOX Tporecopis. Jlocii-
JOKEHHSI CIIPSIMOBAHE Ha MMiJABUIIEHHS JIOCTYMHOCTI, HJIHHOCTI Ta NPOAYKTUBHOCTI JaHHX 32 YMOBH 3a0€3MeUeHHs
Y3rODKEHOCTI MIXK PO3TIOIIICHUMH By3JIaMH.

Memooonoezis. 3anponOHOBaHUI aJTOPUTM MPU3HAYCHUHN JJIST pO3MOIUIEHUX CHCTEM 30epiraHHs JaHuX, y AKX Iap-
I CITLTBHO 0OPOOJISIFOTh KJTIEHTCHKI 3aIUTH Ta TPAH3aKIlT ¥ 31aTHI B3AEMOISATH 3 IHIIUMH IIApAaMHU JJIS T ATPUMKH
MDKIIAPJIOBUX TPaH3aKIii. AJITOPUTM BUKOPUCTOBYE MEXaHI3MHU PO3IO/IIEHOTO KOHCEHCYCY Ta MPOTOKOJIN KOOP/IH-
Harlii JUIst KepyBaHHS KITIEHTCHKHUMH 3alTUTaM1, BAKOHAHHS TIPOIETyp KOHCEHCYCY Ta 00poOKH BiIMOB By311iB. OOrpyH-
TyBaHHS BUOOPY IOTO MIAXOMY MMOB’sI3aHE 3 HOrO 37[aTHICTIO 3aro0iraTy ClieHapisiM aCHHXPOHHOT PeIUTiKaIlii JaHuX,

125



N2 1= 2026

3BIPHUK HAYKOBUX MPALb HYK ISSN 2311-3405

3a KX ICHY€E KiJIbKa PEIuTiK, MpoTe OiHa a0 JEKiIbKa 3 HUX HE MOXYTb OyTH OHOBJICHI UM JIOCTYITHI JUIsl KJII€HTIB.
Auroput™ OyJ10 MPOTECTOBAHO 3 BUKOPUCTAHHAM HA0OPY JIaHUX, 10 MICTHB JIeTajbHY 1HQOpPMAIIiIO ITPO MpalliBHUKIB
oprasizaiii, 1110 J1aJ10 3MOT'Y OIIIHUTH MOBEAIHKY peruTiKaiii B yMoBax, HaOJIM)KEHUX JI0 PeabHUX.

Peszynomamu. Tlpouec TecTyBaHHSI MPOJEMOHCTPYBAB, 1[0 3aIPOIIOHOBAHMN aJTOPUTM peIUTiKalii JaHuX 31aTHUNA
e(peKTUBHO PO3MOAUIATH Ta CHHXPOHI3YBaTH JlaHi MK PO3MOAUICHUMH By3iamu. OTprUMaHi pe3ysibTaTd CBiq4yarh po
CYTTEBE IiJIBUIIIEHHS IIBUJKOCTI JIOCTYILY JI0 JJaHUX, 3MEHIIICHHS 3aTPUMOK Ta MOKPAIIECHHS Y3rOKEHOCTI MIXK peruti-
kamu. KpiM Toro, ekcriepuMeHTalIbHI Pe3yNbTaTh MiAKPECIOI0Th BXKIUBICTh BHOOPY BIAMOBIAHNUX MEXaHI3MIB peruli-
KaIlil 3 ypaxyBaHHSIM KOHKPETHHAX BUMOT 1 0OMEKEHb CepPeIOBHUIIA PO3IMOAUICHOT 0a3u JaHUX, 30KpeMa Y3roKEHOCTI
JIAHUX, MEPEKEBHUX 3aTPHUMOK, BUKOPHCTAHHSI PECYPCiB Ta BIZIMOBOCTIHKOCTI.

Haykoesa nosusna. HaykoBa HOBH3HA JOCIIKEHHS TIOJISITAE B YIOCKOHAJICHH] aJrOPUTMIB peITiKalil JaHuX JUIsl ap-
JIOBAaHUX PO3MOIUICHUX CHCTEM 30epiraHHs NUIIXOM IHTErpaiii MeXaHi3MiB PO3IOAIJICHOT0 KOHCEHCYCY, SKi edek-
THUBHO MIHIMI3YIOTh IPOOJIEMY aCMHXPOHHOI peruTikaiii. 3anporoHOBaHUH MiAX1Jl MiJBUILY€E PIBEHb KOOPAMHALIT MIXK
PEIUTiIKOBAaHUMH IIapAaMy Ta 3ade3reuye HaliiiHy 00pOOKy TpaH3aKIii Mi’K pO3MOAIIIEHUMH CErMEHTaMU.
Ipaxmuune snauenns. [IpakTniHe 3HaYEHHS JOCIIPKEHHS 0B’ s13aHE 3 MOMKJIMBICTIO 3aCTOCYBaHHS 3aIIPOIIOHOBAHOTO
ITOPUTMY pEeIlTiKalil B pealbHUX PO3MOJICHNX cucTeMax 0a3 paHux. Perutikaitis 1aHuX MK KUIbKOMa By3J1aMU Ja€
3MOI'y OpraHi3amisM 3MEHIIUTH PU3UKH, ITOB’s3aHI 3 €JMHUMHU TOYKAaMH BiJIMOBH, Ta IIJBUIUTH 3arajbHy IPOIYK-
TUBHICTb CUCTEMH. [HTerpalisi CydacHUX METO/IB pernIiKalii JaHUX J03BOJISIE OPTraHi3alisiM 3a/I0BOJILHSTH 3pOCTaI0U1
BUMOT'H IIOJI0 JOCTYITHOCTI, HAJAIHHOCTI Ta MPOAYKTUBHOCTI TAaHUX Y CYy4YaCHOMY THHAMIYHOMY Oi3HEC-CEepPEIOBHIIII.
KurouoBi ciioBa: perutikailisi JaHUX; PO3MOiICHI 0a3u JaHKUX; BIIMOBOCTIMKICTh; MacIITa0OBaHICTh; JTOCTYIIHICTh;

3aTpUMKa; CHHXPOHI3allis; alTOPUTMH KOHCEHCYCY; MapTHLIIOBaHHS; HIAPIiHT.

INTRODUCTION

Typically, a Distributed Storage System (DSS) refers
to a set of shared, logically interconnected data geograph-
ically distributed across a computer network. Designing
a distributed storage system is a complex task that must
consider numerous factors, such as the queries used to
access applications, integrity constraints defined at the
database level, node and network configurations, applica-
tion identification, and data access requirements. The dis-
tributed nature of the data introduces additional consid-
erations beyond those of a centralized database, including
data fragmentation, partitioning, replication, and the dis-
tribution of fragments and replicas across different sites.

Data replication, in turn, is the process of creating
and distributing copies of target data and sequentially
propagating changes made to the source data to the cor-
responding copies. This distribution ensures that data
processing is performed locally. The replication process
enhances system security and improves data operation
speeds. Additionally, the application can continue func-
tioning even if the local server fails, as other servers with
replicated databases remain accessible. From the per-
spective of data replication, maintaining data consistency
in the database is more challenging because updates to a
fragment must propagate to all its copies. The decision to
replicate a fragment depends on the balance between the
number of database reads and writes for that fragment.

There are two approaches to controlling the data
replication process: synchronous and asynchronous rep-
lication control. In synchronous replication, replicas are
continuously synchronized. In this approach, a transac-
tion can access any copy of a data item, confident that the
data item has the same value as all other copies. Since it
is physically impossible to change the value of all cop-
ies of a data item simultaneously to ensure consistent
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representation, the replication control algorithm must
hide the values of other copies that are not synchronized
with it (e. g., by locking them) during the change pro-
cess. In other words, no transaction can ever see differ-
ent values for different copies of the same data item. In
asynchronous replication, unlike synchronous replica-
tion, replicas are not continuously synchronized. Two or
more copies of the same data item may sometimes have
different values, and any transaction may see these dif-
ferent values.
LITERATURE REVIE

In today’s research landscape, numerous works are
dedicated to the invention and analysis of methodologies
for developing improved data replication algorithms in
distributed storage systems.

In the study by B. Kumalakov, T. Bakibaev [1] pre-
sented an algorithm for colonial data replication in dis-
tributed storage systems. This algorithm involves distrib-
uting data copies across geographic locations to ensure
access even in areas with poor Internet connectivity. The
algorithm described in the paper proposes a colonial rep-
lication strategy using Paxos at the colony level and Raft
at the primary replica level. Paxos is used for agreement
and acceptance of updates within the colony, while Raft
manages leader election and replication among primary
replicas.

The research by W. Lin and others [2] focused on data
replication in log-based distributed storage systems. The
described algorithm involves recording updates in a log
for preservation and application to the in-memory data
structure. Periodically, a checkpoint is created on the
disk, and updates reflected in the checkpoint can be trun-
cated from the log. The system can choose to save one
or more checkpoints. Logical replication reproduces the
entire system state, while multilayer replication separates
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file-level replication. A variant of logical replication
called logical-V includes only primary in-memory state
support. Log merging methods are used to efficiently han-
dle multiple replica groups.

Additionally, noteworthy works include those by
R. Liu, J. Zhou [3], H. Jia, M. Goldschmidt [4], S. Solat
[5], Z. Gong, S. Wu, Y. Xu [6], C. Duan, R. Jiang,
Y. Zhang, B. Wu, F. Li, Y. Duan [7], J. Peng, S. Zhou,
X. Liu [8], M. Dieckmann, S. Beyvers, J. Hochmuth,
A. Rehm, F. Forster, A. Goesmann [9], C. Yin, Zh. Xu,
W. Li, T. Li, S. Yuan, Y. Liu [10], Y. Xu, Y. Wang,
B. Wang, A. Khan [11], A. Tatarkanov, A. Lampezheyv,
D. Polezhaev, R. Tekeev [12], K. Krotov [13], F. Kara-
mimirazizi, S. Jameii, A. Rahmani [14], F. Yang, Z. Ding,
L. Jia, Y. Sun, Q. Zhu [15], R. Dugyani, Dr. Govardhan
[16] and others.

SEPARATION OF PREVIOUSLY UNRESOLVED
PARTS OF THE OVERALL PROBLEM

While replication improves data availability, fault
tolerance, and performance, it also creates challenges
related to maintaining data consistency. For this reason,
there is a need to develop more efficient data replication
algorithms in distributed storage systems. Despite the
many scientific studies, the issue related to the methodol-
ogy for developing improved data replication algorithms
in distributed storage systems remains insufficiently
explored and requires further investigation.

The research purpose. The aim of this work is to
develop improved data replication algorithms in distrib-
uted storage systems.

Methods, object and subject of research. The
object of research comprises distributed data storage
systems that support replication and sharding, within
which informational objects are represented as sets of
equivalent replicas deployed across different network
nodes. Such systems are characterized by the interac-
tion between server and client processes, the necessity of
processing requests in environments subject to potential
node failures, network latency, and resource constraints,
as well as the requirement to ensure data consistency,
availability, and fault tolerance during the execution of
distributed transactions.

The subject of research is data replication algo-
rithms in distributed storage systems, including meth-
ods for maintaining replica consistency, mechanisms for
achieving distributed consensus, approaches to synchro-
nizing object states, and strategies for the optimal place-
ment and migration of replicas across network nodes.
Particular attention is paid to issues of asynchronous
replication, load balancing, minimization of average
request processing time, consideration of constraints on
node capacity and the number of replicas, as well as the
impact of network topology and request intensity on the
efficiency of replication algorithms.

The research methods are based on a combination
of theoretical and experimental approaches, including

methods of distributed algorithm analysis, distributed
systems theory, and modeling. The study applies the state
machine replication method with client request ordering
based on logical clocks, formal methods for describing
processes and node interactions, as well as optimization
methods for determining a rational distribution of rep-
licas subject to node resource constraints and allowable
response time limits. To verify the effectiveness of the
proposed algorithm, simulation modeling of a distributed
system based on a weighted network graph is employed,
along with analysis of message transmission delay matri-
ces and experimental testing on a dataset reflecting real
information flows within an organizational structure, fol-
lowed by an evaluation of performance, consistency, and
fault tolerance indicators.
MAIN MATERIAL

Each informational object corresponds to a single
process that can perform operations on it. During data
replication, a process that aims to access target data can
obtain it from any replica, optimizing load balancing and
response time. Such a process is called an object server.
All processes wishing to operate on the object must send
requests to the server through message passing. Processes
that interact with the object in the form of requests are
called clients of this object. If the object is critical for the
operation of the entire distributed system, it is necessary
to maintain several copies in the system, and these cop-
ies must be equivalent. Copies of an informational object
are also called replicas. Two replicas of the same object
are considered equivalent if the sets of bytes describing
their states match completely. Through operations, the
state of the object can change over time, and this can hap-
pen independently on each server in the absence of any
synchronization. The interaction of processes during data
replication is depicted in Figure 1.

Ideally, the same result is always obtained regardless
of which replica the object server accesses. Therefore,
the main goal is to achieve consistency among copies to
ensure their continuous synchronization and provide con-
sistent data. Maintaining consistency between different
copies is particularly challenging when there are many
copies or when they are located far from each other. In
non-distributed systems, there are solutions to maintain
absolute consistency, but they can negatively impact the
overall system performance.

Data replication enhances system reliability, meaning
that when one replica becomes unavailable, other replicas
can continue processing requests. Replica unavailability
can be caused by various factors, such as system failure,
hardware failure of a node, or a network partition that
prevents access to the node. Other reasons, such as sched-
uled maintenance or node reboot for software updates,
can also make a replica unavailable. However, it is cru-
cial to note that the exact details of how the replication
system is implemented significantly impact system reli-
ability. Without fault tolerance, having multiple replicas
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can even make system reliability more critical, assuming
failures are not correlated. The more replicas there are,
the higher the likelihood that any one of them will fail at
any given time.

Figure 2 illustrates a situation with two replicas, R1
and R2. Initially, both replicas initialize the key & with
the value v, and timestamp 7, . Then, a client attempts to
update the key value to v, , with an associated timestamp
t,. Replica R2 successfully updates, but replica R1 fails
to update because it is temporarily unavailable. Later,
the client tries to read the value it previously wrote. As a
result, the read operation is successful on replica R1 but
fails on replica R2. Subsequently, the new value v, , pre-
viously written by the same client, is not returned, but the
initial value v,, is returned. This situation is undesirable
because, from the client’s perspective, it appears that the
last written value v, was lost.

There are various approaches to solving replication
issues, which differ in the type of modification of the rep-
licas. Let x be an informational object, P be the set of
processes, SCP be the set of servers where copies of
object x are located, and ,C< P be the set of clients of
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object x . The corresponding sets of operational process-
es are denoted by a capital letter with the subscript up, for
example, £, is the set of operational processes.

The state machine replication method is based on the
simultaneous modification of all copies of the object. The
main issue with its application is the necessity to order
client requests among all servers. The presence of a sin-
gle order is a mandatory condition of this method. It is
necessary to establish a linear order on the set of client
requests M , in which these requests will be processed
by the servers so that for any Vm,,m,eM @, #m, , either
m, < m, or my, < my is true. Let H c M be the set of
requests received by server s and H ,  cH, be the set
of requests received by server s from client c . A request
meM is stable for server s if for all Vm'e(M \ Hs), the
inequality m<m' is true. If all servers process only sta-
ble requests according to the given order, and each server
receives every request, the order of processing requests
will be the same for all servers.

To assign order to the set of client requests, a logi-
cal clock will be used. A logical clock is a mapping
T™: e - N, which associates a natural number with each
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Fig. 1. Interaction of replication processes

Fig. 2. Asynchronous replication Scenario
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event in the system. For two different events e and e’, the
condition T™(e) < T™(e’) or T™(e") < T™(e) must be true.
If the occurrence of event ¢ depends on event e, then
the correct inequality is T7(e) < T™(e").

To implement a logical clock in distributed systems,
each process p is associated with a counter 7" . The val-
ue T »(M s transmitted with all messages m sent by p.
It is assumed that at any given time, each server knows
the set of operational clients C,,cC .

Whenusingalogicalclock,arequestmisconsideredsta-
blefortheserversif vc € C,, 3m' € Hye : T7(m) < T™.(m).
It should be noted that this method places the responsibil-
ity for replication on the clients. Clients must send their
requests to all servers, and each client must periodically
send heartbeat messages to all servers to ensure system
progress.

In such conditions, data segmentation across multi-
ple databases, where each database processes a subset of
users, has the potential for successful implementation.
This concept is known as sharding, which involves dis-
tributing data across multiple databases or machines.

Each segment (shard) functions as a replicated data
system consisting of several processors. Thus, they col-
lectively handle client requests and transactions by adher-
ing to the classic consensus mechanism. These segments,
operating as replicated data systems, can interact with
other shards and jointly process transactions between
them.

The task in a distributed system is defined as process-
ing requests by processor nodes after achieving distribut-
ed consensus and then storing the result in the associated
segment. A request is denoted as Rveinput={RLR2,...},
representing the input set of the network sent from a set
of clients denoted as CI={n,,n,,,...,n..} , where each cli-
ent is denoted by 7, . The set of processors is denoted as
P ={np1,np2,...,npw} , and each processor is denoted by 7p .

Each processor is a member of a subset group in the
network N, called a cluster and denoted as y. The set of
clusters is denoted by T'={y,,7,.....7s} , where each clus-
ter itself is a set of processors. Each cluster processes a
subset of requests to share processing operations, aim-
ing to improve the system’s scalability, throughput, and
performance.

Each shard is denoted by s;, and the set of shards
forms the entire system N = Ui_;s;, Where S represents
the total number of shards in the system. After joining a
cluster, each processor node sends a request to the current
members to obtain the latest state of the shard’s replicated
data.

For each node N, in the network, a maximum capac-
ity C, of storage devices is defined, which determines
the maximum possible volume of data array replicas that
can be placed in the node. Additionally, for each network
node, a constraint AM, is established on the maximum
number of replicas of different data arrays that can be
placed in this node % .

For arrays of data and their replicas, the capac-
ity is defined as Crd(). the number of fixed-length
records Len(4,), which equals the sum of the lengths
of the record’s attributes in the array. The volume (size)
AV (4,) of the array F,, and its replicas is determined by
the formula:

AV (A,)=Crd(4,)*Len(4A,) (1)
Len( 4,) is the fixed length of a record in array m :
NA,,
Len(4,)= ZLAM 2)

i=1

The NA, — is the number of attributes in the record
of array 4, and LA, — is the length of the i-th attribute
of the record in the array. Then the size (volume) of the

replica and the array 4,, itself is equal to:

NA,,

AV (4,)=Crd(4,)*> LA, (3)
Therefore, it is necessary to find such a distribution
X of data array replicas across the nodes of a distributed
system that ensures the minimum average response time
to requests to data array replicas. The total volume of all

replicas of arrays located in a single network node should
not exceed the capacity of that:

M
D %, *Vol(4,)<C, 1<k<K 4)

In each nemtilvork node, the number of replicas placed
should not exceed the specified maximum number of rep-
licas AMk for that particular node:

M
D X S*AM,1<k<K (5)
=1

The original of each data array Am must be distrib-
uted in one of the network nodes:

M
D X =LISk<M (6)

m=1

The distribution of data array replicas should ensure
an average request processing time AvRPT that does not
exceed the maximum value Tmax:

AVRPT <Tmax 7

In the first stage of the algorithm, the elements of the
priority matrix NP for the nodes are calculated. The val-
ue of the element NP(N,,4,) of the matrix is equal to the
sum of all requests to the array 4, generated in the node
N, per unit of time interval.

For all K nodes in the network and for each of the
M data arrays, the value NP(N,,4,) of the node priority
is calculated.

Based on the elements of the NP matrix, the set of
values NP, is determined, which represents the range
of values that the minimum priority constraint NFP,,, can
take.

The next step involves calculating the range within
which the value of the NP, constraint will change in a
loop, which is used to determine the possibility of placing
replicas in the system nodes.

A replica of array m can be placed in node £ if the
node’s priority NP(N,,4,) is greater than or equal to the
minimum value:
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NP(N,,4,)>NP,, (8)
To determine the range of possible values and the
specific value of NP, , the element NP,,. with the maxi-
mum priority value and the element with the minimum
priority value NF,, are sought among the elements of the
NP matrix. Then, the step value for changing the con-
straint NP, is calculated:
NP, = (N F,

max_NPmin)/Nc (9)
where Nc represents the number of steps for changing
the priority constraint of the nodes, and this number is
determined when setting the task.

During replication, the most optimal distribution of
replicas will be sought, and several variants of replica
distribution Nc will be generated by successively using
the constraint value NP, from the NP, set:

NP, ={NP,,, NP, + NPy, NP, +2NP,,,...,NB,, +(Nc=1) NP, } (10)

The next task in developing the data replication algo-
rithm involves placing the originals of data arrays for
their subsequent replication. Originals of all data arrays
used in the system are placed across the network nodes.
Each array m is placed in node & , which for this particu-
lar array has the highest node priority value NP(N,,4,,),
that is, the original of the array is placed in the network
node where the highest number of requests for this array
is generated.

For testing the proposed algorithm, a distributed sys-
tem with data arrays was simulated, containing records
about the number of employees and vacant positions in
various departments of an organization. Each record in
the dataset is characterized by several key attributes:
«Department» classifies employees based on their respec-
tive organizational units, such as marketing, human
resources, finance, IT, etc., and the parameter «Number
of employees» N, .

Table 1. Data arrays

Data array Department Number of employees
1 Marketing 58
2 HR 24
3 Finance 36
4 IT 41

The testing of the algorithm was conducted using a
distributed system operating within a computer network
consisting of 10 nodes. The network topology is repre-
sented by a weighted graph G=(K,I") . The edges of the
graph are colored with weights representing the average
time df; for transmitting messages (data units) between
pairs of adjacent graph nodes N,,N, (i,j =1,_K) .

The distributed system under consideration has the
following parameters: K = 10 — the number of nodes in
the network, P = 6 — the number of application processes
handling requests, which are executed in the network
nodes and generate requests to the replicas of data arrays.
M = 4 — the number of different data arrays, each of
which can have multiple replicas placed in various net-
work nodes.
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Table 2 presents the values of the DTC matrix ele-
ments, which correspond to the average message trans-
mission time between the nodes of the distributed system.

Table 2. Average data unit transmission time via the
shortest paths between nodes of the distributed system

Node 1 2 3 4 | 5S[16[17 [8]9 [10
1 0 15 5/010(0[0]0[01O0
2 5 0 510 [147(0[0[0[01O0
3 S 11510 [ 17120171 0 [22] 0 |0
4 21 0 [17] 0 [0 ]18/ 010|010
5 29 1 14 | 0 0 [0 [0[O0[14[18]0
6 321 0 0 | 181 0 [0[12]20] 0 [0
7 44 | 0 [ 18] 0 [ 0 |12] 0 [16] 0 |12
8 371 0 0 0 [14120(16 ] 0 |12 |17
9 47 1 0 0 0 [1810[ 0 [12] 0 |14
10 541 0 0 0 [0 [0[12]17[14]0

The adjusted cost matrix SPC is calculated by using
the overall frequency as a factor. This metric is calculated
for the number of workers in each department using the
provided DTC matrix. The overall frequency factor helps
to weight the transmission times based on the frequency
of communication or data requests between the nodes,
adjusting the costs accordingly to reflect the operational
dynamics of the distributed system more accurately:

SPC(i, j)=DTC(i,j)*N, (11)

The SPC matrix of message transmission costs for a
unit length via the shortest paths of the graph is presented
in Table 3.

Table 3. Cost of transmitting a message of unit length
via the shortest path between nodes of the distributed

system

Node| 1 2 |3 (4|5 1617 8 1 9 [10
1 0 13601360 0 [ O | O] O 01010
2 [360] 0 [360] 0 [336] 0 | 0 01010
3 [360[360] 0 [408] 20 [408| 0 [528] 0 [ 0
4 [504] 0 [408] 0 | O [432] 0 01010
5 16913361 0 [0 0 | 0] 0 [336[432] 0
6 [7681 0 | 0 [432] 0 | 0 |288 (480 0 [ O
7 1105614321432 0 | O [288] O [384] 0 [288
8 [ 888 0 | 0 [0 1336]20/384[ 0 [288[408
9 [1134] 0 | 0 [ 0 [432] 0 | 0 [288] 0 [336
10 [1296] 0 | 0 [ O] 0 | 0 [288 (408336 0

Subsequently, the migration of replicas to new net-
work nodes is carried out if necessary according to the
new distribution. In the process of migrating each data
array m=1,..,M according to the new distribution, the
node or nodes k in the network where the replica of
array m should be placed (x,, =1) are identified. Then,
anode n in the network n=1,...,K is searched for, where
according to the previous distribution, the replica of array
m(x,,, =1) is stored. There can be multiple such nodes in
the network since multiple replicas of one array can be
placed in different network nodes. From these nodes with
the replica, the node # that is located at the shortest dis-
tance from node & is selected. After that, the replica of
array m from node 7 is copied (migrated) to node & .

CONCLUSION

Overall, data replication across multiple nodes within

a distributed system, organizations can reduce the risks
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associated with single points of failure and enhance the over-
all performance of the system. Using a dataset that contains
detailed records about employees and testing the proposed
replication algorithm on this dataset provided insights into
the effectiveness of replication strategies in real scenarios.
The testing process demonstrated the algorithm’s
ability to efficiently distribute and synchronize data,
thereby increasing data access speed, reducing latency,
and ensuring consistency among distributed nodes. Addi-
tionally, the results of the testing process highlight the

importance of choosing appropriate replication mecha-
nisms based on specific requirements and constraints of
the distributed database environment. Factors such as data
consistency, network latency, resource usage, and fault
tolerance must be carefully considered when develop-
ing and implementing replication strategies. Finally, it is
essential to note that integrating data replication methods
into distributed databases allows organizations to meet
the increasing demands for data availability, reliability,
and performance in today’s dynamic business landscape.
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