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ASSESSMENT OF INFLUENCE OF INFORMATION SECURITY NON-FACTORS IN
INFORMATION-CONTROL SYSTEMS OF CRITICAL PURPOSE USING FUZZY
COGNITIVE MODELS

Perederij V.I., Eremenko A.P.

Herson National Technical University, Candidate of Technical Sciences, Associate Professor,
perederii.viktor@kntu.net.ua
Admiral Makarov National Shipbuilding University, Senior Lecturer, andrii.yeremenko@nuos.edu.ua

The operability of modern information and control systems (ICS) in such areas as large environmentally
hazardous production enterprises of a continuous cycle, transport systems, energy networks, is of critical
importance for ensuring the safety of personnel and local populations, the environment and the economy of the
state as a whole. When designing and operating an ICS, it is necessary to ensure the performance of all system
functions with a given level of reliability and quality (functional stability (FS) of the ICS) under arbitrary internal
and external disturbances. To do this, it is necessary to assess the impact of various factors, which is hampered by
the complexity of the processes of influence of these factors on the system and their non-numerical nature. In turn,
the FS is determined by a set of factors affecting the information security of the ICS. K takum ¢akxTopam
OTHOCATCS:

1) integrity of data stored in databases of ICS;

2) availability of database data to ICS users;

3) confidentiality of database data used in the ICS;

4) consistency of database data and relationships between tables;

5) referential value of the database due to the absence of foreign keys referencing non-existent tuples;

6) external influences on the ICS;

7) hardware failures leading to data loss or distortion and inability to ensure the operation of the ICS;

8) software failures;

9) influence of user actions, both errors and intentional, leading to changes in data and algorithms for the
operation of the ICS;

10) impact of actions of ICS administrators;

11) data security from unauthorized access;

12) management of access rights, creation of a hierarchy of access rights.

A feature of these factors is their interrelation and non-numerical nature, which requires the use of special
methods to assess their impact on the FS of ICS. It is proposed to use the concept of a Non-factor [1] to formalize
these factors, which generally has the following properties: non-closure of the knowledge system or its
components, inaccuracy, incompleteness, underdetermination, incorrectness, imperceptibility of the knowledge
system or some of its components as insufficient knowledge that does not allow using them for practical tasks.

The complexity of the assessment of these factors is also due to their relationship, therefore, it is advisable
to use a fuzzy cognitive network model (FCM) [2], which contains the vertices f;,ie [1,12] , corresponding to the

above factors and edges connecting the vertices and formalizing the relationship of factors. For each edge, an

indicator of the strength of influence wj; is introduced, which reflects the influence of factor f; on factor f; and

can be represented by a real number in the interval [-1,1] or, in the general case, by an arbitrary interval

Wy :[Wijminﬂwijmax]’ by a fuzzy triangular number wy; =[wy1,wij2,wy3] or fuzzy trapezoidal number

73,w,-j4] , or by a verbal description. Thus, the relationship between factors can be represented in

Wi = [W!/‘I’Wiﬂ’wt

ij
the form of a matrix W :

0 Wio o Wi
w 0 .. w

| "2 2,12 | (1)
Wi Wi - 0

The initial data for the construction of NKM is expert information containing estimates of the indicators of
the power of influence. Next, the estimates are reconciled and the resulting matrix W is formed using the transitive
closure operation. The paper considers methods for constructing an FCM based on iterative training of a model,
in which pairs of values "input-output" are used [3]. Learning outcomes are a consistent matrix W .

The presented methods for assessing the influence of non-factors based on FCM can be used in the design
and research of ICS for critical purposes.
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ASSESSMENT OF THE FUNCTIONAL STABILITY OF THE HUMAN-OPERATOR IN
THE MANAGEMENT OF MAN-MADE OBJECT
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In man-made object management systems, human-operator activity is mainly associated with operational
decision-making under uncertainty. Analysis of sources shows that a significant proportion of accidents in the
energy sector up to 40%, caused by errors of the human-operator, his psychological state, cognitive component
and working conditions, which can be described as the functional stability (FS) of the operator.

In [1-3, 5] the issues of creating information technologies for assessing the state of the decision-maker
(DM) in making relevant decisions are considered, where the main attention is paid to the formation of alternatives
to decision making support (SDM), and the development of algorithms for formalizing the relationship of external
factors and psychofunctional characteristics of DM to optimize decision-making. But all this does not allow to
describe with maximum accuracy the factors that do not have known exact patterns, and for which it is necessary
to make an association between qualitative and quantitative assessments of factors influencing the decision-making
process of the DM in fuzzy and risk conditions on which depends efficiency complex multilevel system when
managing of man-made objects. In this regard, for a partial solution of this problem in conditions of uncertainty,
when the input information is incomplete and not quantitative, and the type of formal mapping is either too
complex or unknown, is offered a method of estimating the FS of operator when managing of man-made objects,
information the model of which is presented in Figure 1.

Psychological state (PS) Influence of non-factors
(INF)

v v
Information load Assessment of functional stability Cognitive state DM
(IL) g DM (FS) il (CS)

v
Engineering - psychological
solutions (EPS)

v

The decision-making
process (DMP)

Fig.1. Information model of operator FS estimation at man-caused object management

To solve this problem, various methods of applied decision theory and methods of artificial intelligence are
used.

This paper considers the solution of the above problems using the mathematical apparatus of the Bayesian
network of trust (BNT), which are graphical models of events and processes based on a combination of some
conclusions of probability theory and graph theory [4], based on pairs <G, B> where the first component G is a
directed acyclic graph corresponding to random variables, and the second B is a set of parameters that define the
system.

The total probability of BNT is calculated by the formula:

P (X", x")= f_%lPB(X“" P(X")) (1)
where: A— many states of the environment N = (x4, ..., Xy) vector of parameters of their distributions.

The conditional probability of an event is determined by the ratio:
P(ENH,)

p(H})

p(EH,)= )
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