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Henoxieoos L.1.
3100yBay Kadenpu KOHCTUTYIIIITHOTO Ta aIMiHICTPaTHBHOTO TIpaBa
3amopi3pKOro HaliOHAJIBHOTO YHIBEPCUTETY

CUCTEMA IHOOPMAIIIIMHOI BE3NEKHU CIIA:
IPABOBI TA OPTAHIBALIIMHI ACIEKTH

Hocsin CIIA nyxe BaxJMBUI 1J1s1 HAIIOT AEPKaBH, OCKIJIBKH B YMOBax
ITOBHOMACIITA0OHOTO BTOPTHEHHS Il KpaiHa aKTHBHO JOMoMarae YKpaiHi
NPOTUAIATH iHpOpMaIiifHOMYy Tepopu3My 3 OOKy nepkaBu-arpecopa. O. B.
CocHiH 3a3Hauae, mo nouitTuka CLIA y chepi inpopmaniiiHOi Oe3nekn Mae
3a MeTy 3akpilUleHHs JOMIHYBaHHS J€pXaBH B  IIOOAILHOMY
inpopmanititnomy mpoctopi. Takox momitika CHIA y miii cdepi moegHye sIK
PHHKOBI iHCTpyMeHTH Jibepainizamii 1 peryjtoBaHHS, Tak 1 HaMaraHHs
BCTAHOBHTH NPSIMHUIT ICPXKABHHIA KOHTPOITb HaJl iHOPMALIHHIMH peCypcamu
[1 c. 158]. Ha mamy mymky, cynepeanBlch MDK IIMMH HanpsMamu
JISTTBHOCTI JIep KaBU MOJKe OYTH BUpIIIEHa MIJSIXOM PO3MOIUTY cep BILIUBY
MIDXK JIepKaBoro Ta Oi3HECOM.

Baxxmsum cy6’exktom iHdopmariitaoi 6e3nekn y CILIA e rpomansHcbke
CyCIIBCTBO. 30KpeMa, B aMEepPHKAHCHKIH JIepkaBHil cucTeMi 3a0e3nedeHHs]
iHpopMaliiiHOi Oe3neku yTBOpWJIAcs YHIKallbHa MOJENb JIep)KaBHO-
IIPUBATHOTO MAapTHEPCTBA MPABOOXOPOHHMX, BIHCHKOBHX 1 PO3BiLyBalbHUX
oprasiB, a TakoX rpomajcbkocti [2, c. 170]. IlepeBaru niei Mmoaeni moaeni
OUEBH[HI, a/p)ke€ 3a PaXyHOK JOJIyYEHHS CYCIIJIbCTBA, JAEpXKaBa 3HAYHO
PO3LIMPIOE BIACHHUH MTOTEHIIIAM TPOTUAIT peajbHUM 1 MOTEHIIITHUM 3arpo3am.

Awmepukancekuit  mocumimauk Illorn bBoifH 3a3Havae, m0 B pamMKax
3abe3nedeHHs iHpopmauiiiHoi 6e3nexu B CLIA npaBooXOpOHHMM OpraHam
HaJlaHI TTOBHOBA)XXCHHS 3[IMCHIOBATH MOHITOPHHT 3arpo3 iH(popMamiiHii
Oesrienti, 30epiraroun Npu NbOMY CEKPETHICTh po3CiigyBaHb. B cBoro uepry,
aMEpHUKaHChKI CyIu pO3pOOMIM IPaKTHKY 30aJaHCYBaHHS HalliOHAIBHHX
iHTepeciB (MPOBEACHHs PO3CIiAyBaHb) Ta KOH(IAEHIIHHOCTI (IIPUBATHOCTI)
rpomansH [3, c. 329]. Le#t nocBig TakoX € NOBOJI YHIKAIEHUM, OCKUTBKH
JIO3BOJISIE  PO3MEKYBAaTH MPHUBATHICTH OCOOMCTOCTI BiI HAIliOHATBHHUX
iHTepeciB B iH(opmauiiiHii cdepi. o pedui, e Takox OAMH i3 3aco0iB
BHPIMIEHHS CYMEPEeWINBOCTI MK JIIOCpaIbHUMH METOAAMH Ta YKOPCTKUM
JIep’)KaBHUM KOHTpoJIeM y cdepi iHpopmariiHoi 6e3nexu.

Y CIIA € gexinpka npiopuTeTHHX cep AISITBHOCTI, SIKi CTAHOBIIATH
OCHOBY iH(popManiiiHOi O0e3mekn. ONHIEI 3 HUX € 3aXHCT MPHBATHOCTI. 3
poro mpuBoAy Mixa AnbTMaH HaroJsomye, 1o Ha neit gac y CIIIA axtuBHO
NPAIOIOTh y HANpPSMKY 3aXUCTy NPHBAaTHUX JaHUX, TOOTO IEpCOHaIbHOL
iHpopmanii. 30kpema, IIaHyeThCS CTBOpeHHS DenepanbHOTO areHcTBa i3
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3aXMCTy HaHUX. B HOro CTpyKTypi IUIaHye€TbCS CTBOPEHHS YIIPaBIiHHS
TPOMaJITHCBKHX TIPaB, SIKE MaTUME MPAaBO HaKIagaTu mrpadu 3a HE3aKOHHI,
HECIpaBeJIMBi, OMAaHJIMBI, 00pa3nuBi Aii a00 MUCKpUMIHALIWHI METOIU
00po0ku manux [4, c. 48]. JInsa Hamoi nepxaBu el JOCBIM MIKaBHHA THM, IO
BJaga HaJae TPOMAACBKOCTI HE MPOCTO  KOHCYJIBTaTHBHO-JOPaayi
KOMIICTEHII, a 3aKpilUlioe 3a HE pealbHi MEXaHi3MH BIUIMBY Ha
MOPYIIHUKIB NPUBATHOCTI, TOOTO cy0’eKTiB, sIKi 3abe3medyroTh 30ip Ta
00pOOKYy epCOHANBHUX JaHUX.

Y HauionansHomy 3Biti CILA «3axuct nanux y CrotyueHHx mrarax» 3a
2022 pik 3a3HaYalOThCA HACTYNHI MEPCHEKTHBHI (DOPMH  3aXHCTY
MepCOHAJIbHUX JaHuX: 1) 3000B’sI3aHHS 10JI0 3aXUCTy MEAWYHUX 3aIHCIB, a
TaKOXX Pi3HOMaHITHI BUMOTH BiMIOBiTHO 10 3aKOHY IPO CiMeliHi Ta MeIudHi
BIJIYCTKH; 2) 3000B’A3aHHsI 111010 HEIUCKPUMIHAIIT TeHETHYHOT iH(OpMAITii;
3000B’13aHHSA IIOJI0 3aXUCTY iH(OpMAIIii IPO CIpaBeINBI Ta TOYHI KPEAUTHI
omnepanii. To6to, poboTronaBui MoBUHHI 30epiraTi iH(GOpPMAI0 MPO CTaH
3/I0pOB’S TpaliBHUKA, TCHETHKY, IHBAJIIIHICTh, PO3yMHE MPUCTOCYBAHHS Ta
MO3UTHBHI  pe3ylNbTaTH  aHaji3iB HAa  HAapKOTHKM B  OKPEMOMY,
KOH(}iIeHIiITHOMY, 0e3MeYHOMY eIeKTpOHHOMY abo ¢izuunomy aiimi i
PO3KPHBATH LIl BiIOMOCTI BUKJIIOYHO YIIOBHOBaXKCHUM ocobam [5, c. 46].

OmHpM 13 BU3HAYAJIGHMAX HampsMiB 3a0e3meueHHs iHpopMamiiHOi
oesnexn y CIIA e 3axucrt kibepnpocropy. CILIA ¢dopmytoTs MixkHapoaHi
MIPUHIOUIN 3aXHUCTY KiOepIpocTopy, CIIUPAIOYiCh Ha BIACHI IHAWKATOPH Ta
HaI[lOHAJIBHI iHTepecu. BrtiM, moBoJi 3HayHa poOoTa TpHBae 1 Ha
BHYTpilIHBOJCpXKaBHOMY  piBHI. Takx, y HamionameHit cTpaterii
kioepoOesnekn CHIA Bixg 2023 poky BKa3aHi HACTYIHI HAIpsSIMH MOJITHKA
JIepIKaBH: 3aXUCT KPUTHIHOT iIHPPACTPyKTypH; HEHTpatizallisi Jpkepelt 3arpo3
iHpopManiiiHiil 6e3nemni; hopMyBaHHS MPOTpaM JUIS MiABUIICHHAS O€3IIeKH Ta
CTIMKOCTI; 1HBECTyBaHHs B Mail0yTHe; HalaroJKEHHS MIKHAPOJIHOTO
MApTHEPCTBA; IMIDIEMEHTAIis MMO3UTUBHOTO nocBiny [6]. Ciin Bim3HAYUTH
KOMIUICKCHICTh T4 AaKTYaJbHICTh OKPECJICHHUX IMPIOPUTETHUX cdep
JISUTBHOCTI, IO CBIAYUTH MPO WiTke po3ymiHHsA Biamoro CIIIA HasBHEX i
MOTEHIIIMHUX 3arpo3.

Hatomicte, mis mocBimy CIIA B mocmimkyBaHid cdepi NMpuTaMaHHI
OKpeMi HeraTHBHI aCIeKTH, sIKi CJIiJi BpaxyBaTu Ykpaini. Tak, 0coOIUBICTIO
momiTuky iHpopMamiiiHoi Oe3nekn B CIIA € Opak HacTymHOCTI Ta
nocnizoBHocTi. KoxkHa HOBa Mpe3uJeHTChKa aJMiHICTpallisl IPONoHyBaia i
peaii3oByBaia CBOi BJacHI TaKTH4Hi i crpareriuni uii [7, c. 68]. Ha namy
OYMKy, IeH HeIOoJiK CBIAYUTH TPO HAAMIpHY MOJITH30BaHICTh chepu
iHpopMmaniitHOT 6e3neky, sika Tpae He Ha KOPUCTh HAIllOHAJILHUM iHTEepecam
Ta iHTepecaM ocobucTocTi. B6awaeThes, Mo HACTIAKOM ITi€T MO TU30BaHOCTI
MOXe OyTH He3aBEepLICHICTh OKPEeMHX IHII[IaTHUB Ta HeCTaOUIbHICTh
iHpOpMaLifHOI CHCTEMU JepKaBH.

Takoxx Bapro 3asHaunmtH, mo CIIA BH3HAIOTH HEMOXIMBICTH
3abe3neueHHs iHpopManiiHoi 6e3MeKH B OJHOCTOPOHHBOMY HOPIAKY. Tomy,
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Ba)XXJIMBOIO ckianoBoto crparerii CIIIA € MixkHapoIHa criBIpans 3 NUTaHb
3abe3neueHHs iHpopmariiHoi Oe3neku. Y 3B's3Ky 3 nuMm CIIA mparHyTs
peani3yBaTH Taki MOXXJIMBOCTI Ha MDKHapoJHOMY piBHi: 1) 3a0xodyBaTu
KpaiHM TIOCWJIIOBAaTH  BIAMOBINANBHICT 3a 3a0e3medeHHS  Oe3meKu
iH(pOPMAIIHHIX CHCTEM 1 MEPEX; 2) CTBOPHUTH IIPABOBHH PEIKUM, HEOOX i THUI
Uit 3a0e3nedeHHs TPaHCKOPAOHHOTO JOCTYIy nAo iHpopmamii; 3)
chopMyBaTH peXuUM KOJEKTUBHOI Oesreku B pamkax HATO Ta iHmmx
JBOCTOPOHHIX i 0araToCTOPOHHIX YTOX 3i CTpaTeTiYHHMH MapTHepamu; 4)
30eperTy MakCHUMallbHO MOJKJIMBY CBOOOMY Jiii B iH(hopMaLiiiHOMy mpocTopi
JUTS TIPOBEIICHHS BCiX BHIIB iH(opMaIliitHux omepaiii [8, c. 96]. 3ayBaxxumo,
110 PO3yMiHHS HEe(EKTHBHOCTI OJHOCTOPOHHBOTO IiJIXOJY JIMIIE YMOBHO
MOYHa Ha3BaTh HexoaikoM momituku CIHIA.

Takum umHoM nocig CIIA y cdepi 3abesneueHHs iHdopmariitHOT
0e3IeKH € TIO3UTHBHAM, i MOKe OyTH IMIUIEMEHTOBaHMA Y KpaiHOO B YaCTHHI
(dopMyBaHHs HalioHaJbHOTO iH(oOpMauiiiHOro mpocropy, po30yI0BH
MEXaHi3MiB MOIIEPEKCHHS Ta HAYKOBOTO OOTPYHTYBaHHS 3arpo3, CTBOPESHHS
CHCTEMH I'POMaJICHKOT0 iH()OpMaLifHOTO BPsIIyBaHHS, @ TAKOXK YTBEPIXKSHHS
CIeLiaTbHUX BJIAIHO-PONOPAIYHMX IHCTUTYLIH JUIS 3aXHCTY HalllOHAIBHUX
iHTepeciB B iHpOpMalliiiHiii chepi.

Jlitepatypa
1. Cocmim O. B. [lepxaBHa TONITHKAa B Taly3i YIpaBIiHHA
iHpOpMaIiiHIM pecypcoM YKpaiHM: IuC. ... J-pa noiit. Hayk: 23.00.02.

Opeca. 2005. 264 c.

2. Kupuuenko 1. CtpareriuHi iMIiepaTiBy HallioHaNBHOI iH(OpMaIiitHOT
oesmeku anminictpanii b. KimiHtoHa. Akmyanvhi npobaemu MidcHapoOHux
sionocun. 2011. Ne 103. C. 165-171.

3. Shawn Marie Boyne Data Protection in the United States. The American
journal of comparative law. 2018. Vol. 66. P. 299-343.

4. Altman Micha Practical approaches to big data privacy over time.
International Data Privacy Law. 2018. Vol. 8 (1). P. 29-51.

5. Data protection in the United States: U.S. national report. Robert
H. McKinney School of Law. Legal Studies Research Paper. 2022. 52 p.

6. National cybersecurity strategy. March  2023. URL:
https://www.whitehouse. gov/wp-content/uploads/2023/03/National-
Cybersecurity-Strategy-2023.pdf (date of application: 10.01.2024).

7. Yepnoson 1. Indopmaniitna 6e3nexa CILIA B KOHTEKCTI akTyaJbHHUX
3arpo3 i BUKIHKiB. « TpaBHeBi cTyaii 2020: icTopist, M>KHAPOIHI BITHOCHHID»:
30ipHuK MatepianiB MixkHapoHOT HaykoBoi KoH(pepeHnii (M. Binuuig, 24
kBitHs 2020 p.). Binauwst: JouHY imeni Bacunst Cryca. 2020. C. 67-70.

8. Capanua B. 1., Illabynmina B. B., Typ O. M. Vmpasninus
iHpopMamniifHOIO Oe3NeK0r0: aMepUKAHCHKUI JOCBiN. Bibriomexko3Hascmeo.
Hoxymenmosnascmeo. Ingpopmonoeisn. 2023. Ne 3. C. 89-98.

279



MATEPIAJIH
MIXHAPOJHOI HAYKOBO-IPAKTUYHOT
KOH®EPEHI[II

BOCBHMI TABPINCBHKI
IOPUIMYHI HAYKOBI UUTAHHSI

1617 uepsnsa 2023 poky

m. Kuis, Vkpaina

[Miamucano 10 apyky 19.06.2023. ®opmar 60x84/16.
[Manip odcernuit. [apHitypa Times New Roman. [{udposuit apyk.
YmoBHO-apyK. apk. 10,70. Tupax 100. 3amosnents Ne 0723-036.
Llina noroeipHa. BinipykoBaHO 3 FOTOBOrO OpHUriHai-MaKeTa.

YKpaiHChKO-TIONIbChKE HayKoBe BUIaBHUUTBO «Liha-Presy
79000, m. JIeBiB, Byn. Texniuna, 1
87-100, m. Topyns, By JlyGinka, 44
Tenedon: +38 (050) 658 08 23
E-mail: editor@liha-pres.eu
CBimonTBO Cy0’€KTa BUIABHUYO] CIIPaBH
JK Ne 6423 Bin 04.10.2018 p.



