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Introductions. The goal of digital business transformation is to increase 

efficiency through the use of digital technologies in the process of value creation, 

flexibility and optimization of business processes, focusing on the client and 

satisfying his needs. The natural processes of development and competition, as well 

as other phenomena and processes that are not directly related to the economy, but 

significantly affect the state of the external environment, push business to this. 

Digital transformation has undeniable advantages and is an objectively 

inevitable direction of further business development. However, it creates new types 

of risks and dangers. Since transformational processes tend to cover more and more 

enterprises and be implemented in different forms and models, it is relevant to 

analyze the causes and consequences of the risks and dangers associated with it. 

Aim. Digital business transformations are a logical and regular process. 

Achievements of scientific and technical progress in the field of information 

technologies convincingly demonstrate the benefits of their implementation in all 

processes of business activity. However, innovations require changes to the 

established enterprise protection system. In the system of economic security, threats 

of the information sphere are gaining relevance. It is worth noting that in the modern 

economic world, information is an indisputable factor of production in contrast to the 

traditional one. And it is precisely the risks and threats of digital transformation that 

currently require detailing and systematization, which is the goal of this study. 

Materials and methods. In modern risk theory, approaches to risk 

classification have been developed. These are generalized rules that allow 

formulating standard lists of risks that are characteristic of specific types of activity. 
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But, as a rule, in each situation, analysts specify the risk system in detail. This is 

possible with a detailed analysis of the company's activities. This part of the study is 

a qualitative analysis. There are a number of methods that researchers can use 

document analysis, brainstorming, expert interviews, key identification, checklists, 

etc. 

The search and analysis of the opinions of experts - scientists and practitioners, 

allowed us to establish a list of the most characteristic risks and threats that 

qualitatively distinguish the current active stage of digital transformation. The 

methods of historical, comparison, analysis, and synthesis with the application of 

abstract-logical and systemic approaches allowed solving the formulated research 

tasks. 

Results and discussion. The dangers of digital business transformation are 

associated with unauthorized access to personal data; breach of confidentiality; 

problems with software - from its development, implementation and after-sales 

support of products and services; technical problems related to the operation of 

devices, etc. However, this incomplete list of risks and threats to information systems 

is not new [1, 2, 3, 4]. Until now, various approaches to neutralizing these already 

well-known risks and threats have been developed in the practice of risk management 

and economic security. However, digital transformations affecting various spheres of 

life, including business, are gaining in scale. As a result, we can single out risks that 

are specific to these processes. Without digital transformations, these risks and threats 

do not exist. 

In our opinion, it is worth distinguishing two groups of risks and threats: 

1) Risks associated with the use of digital technologies. 

2) Social risks-consequences. 

The main types of the group of risks that directly concern the activities of 

companies and are associated with the wide use of digital technologies [3, 4, 5, 6]: 

I. The risk of expanding the cyber-attack surface. 

Digital transformation prompts companies to use a significant number of new 

tools to achieve their goals. New digital technologies introduced in the process of 
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digital transformation – big data analysis, cloud services, artificial intelligence, 

Internet of Things (IoT), etc., provide access to company resources by a large number 

of users, including cyber attackers. The wider the range of technologies used, the 

greater the number of violations of the integrity of the company's information system. 

II. The risk of expanding the circle of partners 

The introduction of new digital technologies and tools for conducting business 

expands the circle of partners in IT and other areas - suppliers of relevant 

technologies and tools. For example, cloud providers, software providers. 

"Bottlenecks" are both the products themselves and the partner companies. This is 

how the company's dependence on the safety of products and other companies is 

traced. That is, the company's economic security system should include directions for 

providing protection in case of violation of security requirements by a third party. 

III. Personnel qualification risk 

Working with new digital products and services requires appropriate 

competencies. The functionality of these products is quite extensive and is constantly 

being updated and improved. For example, constant improvement of cloud services. 

This creates a need for continuous monitoring and updating of skills, which in turn 

requires investment in IT. It is also worth considering the need to involve specialists 

to improve information protection, if the relevant skills are not available to the 

personnel of this company. 

IV. The risk of accelerating digital transformation 

The accelerated development of digital tools, competition, the desire to gain 

competitive advantages due to digital transformation can provoke threats because the 

protection system does not keep up with the transformation process. It is worth 

planning digital transformation in close connection with the system of appropriate 

information protection. 

You can overcome the risks listed above on your own. However, it is worth 

noting that the result depends not only on the company's efforts. 

At the same time, it is worth highlighting a number of important risks, 

regardless of the company's activities. They are relevant for society as a whole and 



458 

are in the realm of psychology. The high probability of threats, that is, their frequent 

implementation, leads to the denial of the effectiveness of the use of digital 

technologies. This applies to both companies and the population as consumers. The 

main groups of such risks [3, 4, 6, 7]: 

I. Risk of information distortion. 

Many methods of information management combine psychological influences. 

As a result, business and population 

In addition, one of the dangers is the spread of the latest methods of 

manipulating consciousness. Although digitalization increases opportunities for 

freedom of speech, dissemination and exchange of information, there are risks of the 

spread of inaccurate information and a lack of transparency, due to which the 

population is not a full participant in information flows, there is a rejection of one's 

own opinion in favor of group thinking and an increase in the polarization of views . 

II. The risk of digital inequality 

This group should include the risk of digital polarization of space, territorial 

digital inequality and social stratification, etc. The reasons for the risks are the low 

standard of living of the population, poverty, problems with electricity supply, the 

lack of reliable telephone services and the concentration of the population in large 

cities with a high level of development of digital technologies. These factors lead to 

violation of equal rights and opportunities of subjects to receive, process, store and 

transfer information. 

III. The risk of distrust in digital technologies 

All the risks listed above, the high probability of threats - cyberattacks, 

cyberterrorism, cyberespionage, the lack of defined legal regulations, the high level 

of economic losses from cybercrimes lead to mistrust of digital technologies. Their 

implementation creates a global problem of information security of the individual, 

society and the state. The problematic functioning after the digital transformation 

makes it necessary to abandon it, reduce the scope of use, etc. 

Conclusions. Digital transformations in all spheres of life cannot be stopped. 

But together with undeniable advantages, it is worth remembering the disadvantages 
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and the actual risks and threats caused by it. Ignoring these issues reduces the 

economic efficiency of activities, slows down the pace of economic development, 

and hinders the improvement of the population's standard of living. Not all problems 

of digital transformation can be solved quickly, but the system of risk management 

and ensuring the economic security of companies must anticipate new threats and 

respond to them proactively. 
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